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User’s Guide

Code Coverage

1 Introduction

Code coverage is a measure used in software tefituescribes the degree to which the source obde
program has been tested.

There are a number of coverage criteria, the maés deing:
Statement coverage - Has each line of the sourde loeen executed?

Decision coverage (also known as Branch coverab@s-each control structure (such as an if
statement) evaluated both to true and false?

Condition coverage - Has each boolean sub-expressialuated both to true and false (this does not
necessarily imply decision coverage)?

Code coverage helps you find areas of a programexatised by a set of test cases, create additestecases
to increase coverage and identify redundant testscthat do not increase coverage.

Code coverage is an indirect quantitative measuggality.

Code coverage is also helpful to find code thatkeiger executed. This “dead code” represents uretksir
overhead when assigning memory resources ancalstential hazard.

Code coverage measurement is a requirement foficaion according to standard DO-178B SOFTWARE
CONSIDERATIONS IN AIRBORNE SYSTEMS AND EQUIPMENT CGH IFICATION. Other standards
regulating life critical applications point diregtbr indirectly to code coverage to improve qualityo among
these are 1S013485:2003 (Medical) and SC45A (Nucléfadeveloping a device that will be used in@grace,
defense, medical, nuclear, railway signaling, manioil, safety, etc chances are that measuring coderage is
a must.

2 Basics

iISYSTEM tools measures code coverage by recordirsgldresses being executed. Result are displayed b
correlating binary low level data to high level eod

In ISYSTEM nomenclature code coverage is callecdetien coverage in contrast to data or access ageer

iISYSTEM tools can be used to comply to differerinstards. It has already been used successfullydnym
customers in the aerospace market (DO-178B, irmdifft projects requiring certification to level B, and A)
and also medical device manufacturers.

It is possible to access all code coverage featofeESYSTEM tools using practically any programming
language: C++, C#, Python, Perl, TCL, Visual BasiBScript, etc. For more information refer to the
iISYSTEM.Connect documentation and the iISYSTEM wiBRautomation interface documentation.

iISYSTEM tools have two different operation modesdoquiring code coverage information: off-line amedl-
time.

Off-line execution coverage

When in off-line execution coverage operation madte,program execution is recorded and then andlyites
analysis of the code allows greater flexibility andre information can be generated. In additiostédement
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coverage, information about the way branches watevied is also extracted to obtain condition cawgs.
Decision coverage is then also available by cairglehis lower level information with the sourcede.

Off-line execution coverage is limited to the ambaihdata that can be recorded by the tool usadrder to
extend this limit, higher end tools have more meneord the top of the range tools even have theilgbigsto
start uploading data to the host PC and analyziog the fly while still sampling, extending thent that an off-
line coverage session can be run greatly. In ideadlitions, when there are no bottlenecks on teeesgy, off-
line coverage can run indefinitely.

The amount of run-time of a program that can beetedepends on the target CPU speed and the tudfes b
size. Upload time to the PC depends on the trafierbsize and the iC3000 unit. In case of iTRACE GiT
Active GT development platform with 1GB or moreceebuffer, it is recommended to use ic3000 GT whitch
offers a high-speed trace upload to the PC. O#-Bxecution coverage trace buffer size is configlerin the
‘Hardware/Analyzer Setup’ dialog (1, 10 or 100%).

Off-line execution coverage analysis produces diewing information:

Statement Coveragerach processor instruction is marked as executadt@xecuted. By correlating
this information upwards to the high level languagarce code, executed and not executed lines of
source code are identified.

Decision Coverageronditional branch instructions are additionaliybzed to identify if the branch
was taken or not each time the instruction was @eec By cumulatively merging the information for
each branch four different states are possible:

the branch was never executed,

it was executed and taken (one or many times),

it was never taken (one or many times),

it was taken at least once and also not takeraat nce.
Off-line execution coverage has its advantagesdisativantages:

It can be implemented on all development systemsifang program trace. It features also decision
coverage, not available on real-time execution raye.

The execution time of the off-line execution coxggras limited by the trace buffer size and this ban
too restrictive if low end tools are used. By usbaigter tools this limit rises and even disappein w
upload-while-sampling.

When performing unit testing, off-line executiorvecage is the preferred method. The time limitatroposed
by the hardware is seldom reached and more inféomét available.

Real-time Execution Coverage

Real-time execution coverage is based on a hardwgie on the tool, which in real-time monitors ekecuted
program addresses and updates internal records.

Because no history information is available whifge@ting in this mode, branch coverage is not alil A
major advantage of the real-time execution coveragleat it can ruiindefinitely, which does not apply for the
off-line coverage.

Real-time execution coverage is available for allcircuit emulation systems with bus trace (inchgli
V850ES/Fx3 ActivePRO POD, which has a differentéraort type) and on-chip debug emulation systeitts w
trace port, where iISYSTEM's proprietary RTR (Réaiet reconstruction) technology is implemented (MBS
except for MPC551x, MPC56x, ARM ETM)
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3 Display

Code coverage information is displayed in the efenucoverage window, the source window and the
disassembly window.

The Source window

The source window shows the application code. Wiuele

W C:\HOME Sandbox' Certification’, ITMPC5554% tesk.c
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=

Executed source code lines are marked with a redfdly executed lines
are marked with a green box while partially exedutenctions are marked
with a red frame.

Red and green arrows in the source window displagistbn coverage
information if it is available.

Decision coverage works on an object level andefioee the results are
exact for the CPU instructions, which are displayedthe disassembly
window. Source lines consist of more instructiomsl aherefore decision coverage information from ynan
instructions is merged into a single source windofermation mark, which can no longer display thetails
available in the disassembly window.
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Disassembly window

Looking in the disassembly window, the customer whemtify a state of all conditional branches: takaot
taken, taken in both directions and not executed.

_ioix

Address Data Disassembly | Registers |
if (iA) // not taken -| PC 20080108 -

EY20000EAS:881FA014 1uz FO,148(r31) LR 2008688100

[ 20000EAC :2F800000 cnpi 7,0,10,00 CTR 20000834

¥ 200080EBA;419EAA18 bc BC,1E ,2 AB0BECH CR _G 0 G 0 G_
iDummy++; SER CAaBaa6D

[ 20000EB4:813F 0018 luz ro,18(r3t1) HSR BOB6BBA060

[l 20000EB8 : 38090061 1a r0,81(r9) RO 200001D0

[ 20060EBC: 961FBE18 stu F0,18(r31) B ZELBEFEL

R2 18481328

if (iB) // taken
[ 20080ECH:801FBA10 1uz ra,18{r31) gi gggggzzg
P 20000EC8:419E0016 b 8C,1E,20B06ED S R6 BOB587ES

1Dummy++ 3 R7 A0AAAAAZ
.ZBBBBEEB B13FBH18 1uz r2,.18{r31) RE OOO0BAAA2
[ 20080ED A 38 A90081 1a ra,81{r9) RO 20008088
[ 20080ED4 ;90 1FBA18 stuw F8,18{r31) R18 8aaAAAO1

if (iA && in) /7 not taken /7 two R11 28888FA8
Il 2000ABEDE ;8 A1FAB1L 1uz ra,14{r31) R12 noooooos
[ 20080EDC ;2FRARAA0 cmpi 7,8,r0,00 R13 86181828
¥ 200008EEQ:419EBGIC be oC,1E ,28000EFC R14 18481728
I 20680EEL : 8A1FAA1L 1uz FE,14(r31) x| R15 18481F28  -|

Code coverage window

Decision column in the execution coverage windowvjgtes information on how many “branch” instructon
are not executed (ne), taken in one directiom() taken (nt) or taken in both directions (b) with source line.

Ml C: HOME ", Sandbox\ Certificationt ITMPC5554' Sample.cov * 13l x|
File Coverage
-EB(rpoE-¢p-5-n0
StatPane Lines Bar Lines Sizes Bar Sizes Branches Bar Branches
i = iDummy++ o 0/1@0%) 0x0 7 0xC [0%)
..... =5
=
S (51 0f (i || 1B &8 iDummy) ¥ mix ] 141 (100%) OO 015 / 0x24 (57%) O (2ne + 1t + Ont + 0b) / 3 (83%)
aam vz 10, 14(31) (T 00 / Dxd (0%)
aa cmpi 7,0,0,00 O 050 / Oxd (0%)
asu b 04,1E,"test.c*: 363 (20000FD4) () (10 / Ot (0%) T (One + 1t + Ont +0b) /1 (50%)
aa wz 10,10031) O (14 Oyt (100%)
as cmpi 7,0,0,00 O (x4 Oxd (100%)
2w he O 1E,"test.c™:366 (20000FEQ) ) 04 / Dx4 (100%) (A (1ne + Ot +Ont + Oh) £ 1 (100%)
2wz 1016031 O (4 Oxd (100%)
% cmpi 7,0,0,00 ) ():4 / D4 (100%)
aaw b 0C 1E,"test.c*::366 (20000FED) O (4 Oyt (100%)  (EE (1ne + 0t + Ont +0b) /1 (100%)
..... =
7 = iDummy-++; o 0/10% () 00 / DG {0%)
..... =1 _
Done updating. READY

Note that in case of multiple download files, thee@ution coverage window displays results in respeche
symbols separately for every individual downlodd. fi

Execution coverage results and projects settingdeasaved in a file (.ccv) and can be open ang tater. This
allows analyzing and sharing execution coverageltewithout the emulator being hooked up.
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4 Export Files

Execution coverage results can be saved in anfotmht for report and presentation purposes.

HTML: HTML reports present the information availalbn the code coverage window in cross linked
tables in a single HTML file.

Text: Text reports contain the information of thexle coverage window in a back compatible format
for the original code coverage present in previersions of winlIDEA.

CSV: The hierarchical tree of the statistics pafhe code coverage window.

XML: A stable format XML format file with the infanation of the code coverage window statistics
pane.

Review (HTML): HTML formated code with coverage anfnation. Ideal for manual code reviews.

Review (Text): code with coverage information igsiagle text file. Also for manual code reviews.

/2 D:\Samples\OnChip\PowerPCYMPCS5005 TMPCS554N ntFLAS H\demo_html - Windows Internet Explorer [_T01=]
e -
12 [ @ b:\Samples\OnChip! PowerPCAMPCSS00 TMFCEES4MINFLASH dema. il 5 EEY o
22 23| @asveT dectoric doo | & b \SamplesitinchipPow x| | J By - B - - [Pae - @k~ 2 - @2 3
File: main.c
Name [Lines graph Lines [Sizes graph Sizes [Branches graph  [Branches Ranges =
n pp—— ” (One + 0t + 0t + 26) /2 |0000024C-0000024C
LED |_ 0/11¢0%) |_ 07192 (0%) [ 0000030B:00000308
- . o 0000030C:0000030C -
cabi |_ 1/1(100%) |_ 12828 (100%) D0000327:00000327
Py - & = D0000328:00000328 -
main |_ 5720 (30%) |_ 61136 (36%) T T
back to Symbols
File: test.c
Name |I.ines graph Lines ‘Sizes graph |Sizes ‘Branches graph  Branches Ranges
. 0% —< " I — (0o -t 0nt+ 15) [D00003B0:00000380 -
|zs_SzmE=t |_1 Hex ‘ AsLot ) ‘ 4(38%) 000005 7F:0000057F
2 ; One + 0t + Ot + 36) / [00000380-00000580 -
£ i [ (0 / 268 (0% —
Tyee arrevs —r s o) | 0 e ooonsat o0
. . y [0000068C-0000065C
Type Pointers |_ 0/11(0%) ‘_ 0/164(0%) pissmae oy
— . (0nie + 0t + Ot + T5) / [D0000730:00000730 -
Tvpe_Struce |_ 0715 (0%) ‘_ 07204 (0%) I . 000007FE-000007FE
. . . [D0000TFC:000007FC -
Type_Bitfields |_ 0/9 %) ‘_ 0/ 144 0%) o s
i % 0000088C:0000038C -
Type Enum 2 | (0 136 (0%
E—— |— b/11 %) ‘ b 13602 S0000ESC 000
[ — ) 00 — 0 52 000 \ oot 00091, =l
[ [ [T [ [ [ MyComputer [®700% -
An HTML report

The code coverage window presents execution cogengfgrmation, provides access to configuratiom ru
control and export functionality.

There are three different views that make the amerage window:

The statistics view: Presents in hierarchical toewerage statistics for the configured modules,
functions, source code lines, assembler instrustiord binary address ranges.

The map view: The contents of processor memorypaesented as an array of squares, colored
according to their execution coverage status: gaayconfigured, green executed, red not executed.

The Images view: This view lists the binary images that were used to collect the execution
coverage information.

5.1 The code coverage window toolbar

The code coverage window toolbar gives acces®de coverage actions and commands. It is dividdi/én

parts:
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Configuration
Run control
Export
Views

Search and Information

H - &

-4 @

% |

b o @ -

-

In the following subsections the toolbar buttores @escribed in order from the left to the right.

5.1.1 Coverage configuration

Execution coverage can be configured to collecbrimfation for all downloaded code, the entire memary
particular program areas (ranges).

Display of Statement and Decision coverage cambitually enabled/disabled. Per default both emabled.
Note that decision coverage is available for aftlexecution coverage only.

Execution coverage can be started manually on stqueautomatically as soon as the program is run.

Results can be automatically updated every timethgram is stopped or on request by stopping tleeidion
coverage.

x

Configure |

i Rangeset

" Entire memary
' Use rangeset

— Cowerage lewel

¥ Statement COVErage

¥ Decision coverage

— Operation
™ Auto gtart when CPU starts
V¥ &uto update when CPU stops Setfctive |

Laonfigure... | [Capy |

ok I Cancel | Help |
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5.1.2 Configure rangeset

Program areas analyzed by execution coverage caordgured through ‘Coverage configuration’ toaltm
‘Configure rangeset’ toolbar or as a mixture ofrboft the beginning, a symbol or a range is added a
activated in the ‘Coverage configuration’ tab. Taieeady defined range could be later quickly ogunfied from

the ‘Configure rangeset’ tab. Every newly covereshacan be seen in the Symbols and Ranges trexuséin
the execution coverage window.

Rangeset definition/activation tab Rangesefiguration tab

Available rangeset options can be seen on therpitigliow.

Add all downloaded code

This configures execution coverage for all downkxhdode. This is the most recommended configuratiah
works fine as long as there are no areas to bedieathich are not part of the download file andaag as the
download file contains correct information. In ca@ny doubts, use other configuration choices.

Add Entire memory

This configures execution coverage on the entirenarg level with or without exclusions, which coulb
selected through particular folders, modules (filésnctions and items. It yields a complete CPUrads space
for off-line execution coverage while for the reiahe execution coverage working address spaceniselil by
the hardware and covers first 8MBytes (MPC5500 NMeRUR) of the CPU address space.
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Add Regions

Regions can be defined as an individual range defmed via address (as seen bellow on the lefthmugh
the symbol table.

5.1.3 Begin

Starts the execution coverage session. All previdets will be lost. Code coverage can be startdg i6n
winIDEA is connected to the target.

5.1.4 Continue

Continues an execution coverage session. Execatiwarage can be run and results added in additichet
previous session or even to an old session beadghbinto the current workspace.

5.1.5 Stop

Stops the execution coverage session.

5.1.6 Export
Saves results in HTML, TXT, CSV, XML, HTML Reviewnd Text Review formats.
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5.1.7 The Images View

Click the images view button to show or hide thades View. The images view lists the binary filesdito
start the coverage session.

5.1.8 The Stat View

The statistics view button shows and hides thebsrotovers different settings related to the digpta the
coverage information.

Symbols- Show or hide from the view a particular typesgibol: folders, modules, functions, lines, assembl
instructions.

Columns- Show or hide columns from the view: lines, sizgranches.

Sort - Symbols and ranges can be sorted by differgge snd ordering. Clicking the column name (e.gekin
Sizes,...) in the execution coverage window perfosorsing too.

Filter - When selected, square boxes become displayadtmelxe results displayed in the tree structurg. B
clicking in the box a tick is displayed or removéa individual coverage result. Filter acts on eoted
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execution coverage results and has nothing to totive initial coverage configuration, where regifibjects to
be tested are defined.

Track source - Jumps to the source of the selected symbol. Seme functionality is available by double
clicking on the symbol item.

Toggle percentages Toggle the way percentages are calculated, legtvpercentage being an indicator of
coverage done or remaining.

HEX mode - Displays numbers in a hexadecimal format instefeal default decimal.
Relative paths- Displays relative paths next to the symbol namstead of absolute paths.

Show not exec only- When selected, it displays only not executedspaf the code, all completely covered
symbols are not shown.

Recursive folders- When the source code is located in many diffenested folders, you can choose to display
these folders hierarchically on the tree or inngls level.

Orphan functions - Shows or hides functions that don't belong tg emodule. The compiler classifies many
times library functions that don't have detailethbylic information as orphaned.

Non coding lines- Displays lines that don't generate any cods, itidludes comments, preprocessor directives,
definitions, declarations, etc. This makes the #ne@ reports easily readable.

Empty modules- When enabled modules that don't have any sufisitare displayed, this includes, depending
on the compiler, header files, special compileoiinfation, special code sections, etc

Line policy - here you can select how source code lines @arggo be computed, when they translate to many
instructions, and these instructions where somewg&d and some not executed.

All (binary): when some instructions of a sourceledine are not executed all the source code Iimes
considered not executed.

Partial (mixed): the actual status of the souroe s displayed, fully executed, partially executed
completely not executed.

Any (source): if at least some instruction of tlreirge code line has been executed the whole line is
considered executed.

O iISYSTEM, June 2009 10/16



5.1.9 The Map View

By clicking the images view button you can show hit® the map view.

You can use the menu to zoom in or out, go to aipaddress an choose the type of informatiopldiged in
the view. The same commands can be accessed witfothting device or via the keyboard.

Zoom in:
Keyboard: + (plus sign)
Mouse: Ctrl + Wheel up
Zoom out:
Keyboard: - (minus sign)
Mouse: Ctrl + Wheel down
Scroll up:
Keyboard: key up
Mouse: Wheel up
Scroll down:
Keyboard: key down

Mouse: Wheel down

O iISYSTEM, June 2009 11/16



5.1.10 Search

Search can be used to find a symbol in the results.

The search can be case insensitive or case senditie first partial match inside the statistieztis displayed,
selected and highlighted as you type.

51.11 Information

The user can enter tester name, test ID, time,, dateéironment information and comments as parthef t
execution coverage session to keep better trathedesting process.
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6 Hardware Configuration

Real-time or off-line coverage is selected in thiardware/Analyzer Setumlialog. Availability of one or the
other operation modes is dependent on the combmafi target hardware and tool used. Real-time @@t
coverage is not available for all CPU architectwresessed by on-chip debug trace.

To choose the off-line operation mode for executionerage, in winIDEA go to thédardwaré menu and
select theAnalyzer Setup’.item. In the Analyzer Setuglialog select Off-line’ from the ‘Execution Coverage
Operation modecombo-box. You may have to change thieaice Operation Moddo a mode that supports off-
line operation. You can proceed similarly for réede coverage. See below for specific cases.

Freescale MPC5500

Real-time execution coverage is configured by thee operation mode set to ‘Nexus RTR’. This sgt8ats
default ‘Real time’ execution coverage operatiordeso

Off-line execution coverage is configured by thect operation mode set to ‘Nexus’, which defawdteft-line
execution coverage operation mode.

Note: Nexus RTR trace operation mode is implementedTRACE GT development system only and for the
devices using default Power ISA instruction setyoriHence, real-time execution coverage is notlakbs for
MPC551x & MPC56xx microcontrollers, which featurd &/ instruction set beside the default Power ISA
instruction set.
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ARM ETM

Real-time execution coverage is configured by thee operation mode set to ‘ETM RTR'. This settswds
default ‘Real time’ execution coverage operatiordso

Off-line execution coverage is configured by thect operation mode set to ‘ETM’, which defaultotline
execution coverage operation mode.

NEC V850ES/Fx3 Active PRO/GT POD

Real-time execution coverage is configured by thee operation mode set to ‘RTR Execution’. Thitirsg sets
default ‘Real time’ execution coverage operatiordsmo

Off-line execution coverage is configured by thece operation mode set to ‘OCT/On-Chip, which défato
off-line execution coverage operation mode.
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TMS470Pxx Standard ActivePRO POD

Real-time execution coverage is configured by thed
operation mode set to ‘ETM RTR’. This setting sets
default ‘Real time’ execution coverage operatiordsmo

Off-line execution coverage is configured by thec&
operation mode set to ‘ETM’, which defaults to biffe
execution coverage operation mode.

Active PRO/GT PODs (in-circuit emulators with buade)

Trace operation mode is set to ‘Active’.

Execution coverage type is configured by selectiRepnl-time’ or
‘Off-line’ execution coverage operation mode. Qffd operation
is supported on HCS12 Active and S12X Active PROMODs
only.
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7 Getting Started

The following is a quick start guide to use the 8 EM execution coverage feature. See the next etafdr
details. To begin:

1. Configure real-time or off-line execution coveragéHardware/Analyzer Setup”.

2. Open the execution coverage window either from {¥execution Coverage” or from
“File/New/Execution Coverage File (.ccv)”

3. Configure the areas to be measured. By defauitoalinloaded code is covered. Program areas covered
by execution coverage can be configured throughvé&Cage configuration” or “Configure rangeset” or
as a mixture of both.

Once the areas are configured, perform a downltwb@g/download”).
Start execution coverage.

Run the application.

N oo g &

Stop the application or execution coverage to \tlesvresults.

Disclaimer: iISYSTEM assumes no responsibility foy &rrors which may appear in this document, resetire
right to change devices or specifications detaltedein at any time without notice, and does not enaky
commitment to update the information herein.

ISYSTEM. All rights reserved.
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