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Technical Notes

Cortex-M0/M1 Family On-Chip Emulation
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1 Introduction

This document describes debug feature support for Cortex M1 and MO architectures. All references to M1 also
apply to MO unless specifically noted.

The processor contains an AHB-AP interface for debug access. This interface is accessed external to the
processor by means of a Debug Port (DP) component. The Cortex-M1 system supports two possible DP
implementations:

e The JTAG Debug Port (JTAG), which is based on the IEEE 1149.1 Test Access Port (TAP) and
Boundary Scan Architecture widely referred to as JTAG.

e The Serial Wire Debug Port (SWD), which provides a two-pin (clock + data) interface.
These alternative DP implementations provide different mechanisms for debug access to Cortex-M1. Your
processor might contain either one or both of these components. Only one DP can be used at once and switching
between the two debug ports should only be performed when neither DP is in use.
The debugger uses one of the available DP components to access Core Debug and System Debug module. The
Core Debug module is used to halt the core, to single step the core and to exit the halt state. The System Debug
components are Breakpoint unit (BPU) which implements hardware execution breakpoints and Data Watchpoint
(DW) unit to implement execution and data watchpoints. Cortex-M1 does not have any trace capabilities.
Two or four hardware execution breakpoints are available with Cortex-M1, one of which is optionally reserved
for source debugging; the others are available to the user. Note that hardware execution breakpoints are
operational as long as they are set in the processor code space. If the code is loaded into the RAM, an unlimited
number of software breakpoints can be set there.

Cortex cores have evolved from previous ARM core architectures, so some references used in this document are
drawn from the ARM specification.

Debug features:

e Two or four hardware execution breakpoints

e Unlimited software breakpoints (in code space)

e Access breakpoints

e Fast internal/external FLASH programming

e Software flash breakpoints (CPU dependant)

e Thumb support with addition of a small number of 32-bit Thumb2 instructions

e Real-time memory access

Little/Big endian support

ARM Thumb

Cortex-M1 cores implement ARMv6-M architecture which implements 16-bit Thumb instruction set with an
addition of select few 32-bit Thumb2 instructions.

Using Thumb/Thumb2 comes to an advantage in applications where code density is important.
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Thumb/Thumb2 Code Debugging

Debugging of Thumb code is done in the same way as debugging ARM code. When Thumb code is being
stepped, the Data in the Code window is 16/32 bits long, depending on instruction length.

Supported CPUs

winIDEA supports microcotrollers based on standard Cortex-M1 debug interface. Support for MCUs with
customized debug interfaces is added as such MCUs become available. to Most microcontrollers usually also
have on-board peripherals which are most often accessible via a memory mapped interface. For most commonly
used microcontrollers winIDEA also provides support for these peripheral registers via a Special Function
Register (SFR) interface. SFR interface also allows the user to view and modify peripheral registers using a
visual tree structure using register names which are usually derived from microcontroller peripheral register
specifications.

Check with iISYSTEM for the latest list of supported CPUSs.

2 Emulation Options

2.1 Hardware Options

Emulation Options x|

Hardware | CPU | Intialization | JTAG |

* 3.3 x v =z zame treshold on all probes
*vef |22 i ¥ U hald ar &l prob
Frobe 1 %) el /2 f"|1_7 Y
Frobe 2 & el /2 r'|1.7 iy
Frobe 3 & el /2 If-'|1.T "v"
Frobed %) yief /2 r'|1.7 iy

"Debug /Olevels—— 1 Sampling treshold levels

QK I Cancel Help

Emulation options, Hardware pane

Debug 1/0 levels

The development system can be configured in a way that the debug JTAG/SWD signals are driven by the
emulator or by the target voltage (\Vref).

When 'Vref' Debug I/O level is selected, a voltage applied to the belonging reference voltage pin on the target
debug connector is used as a reference voltage for voltage follower, which powers buffers, driving the debug
JTAG signals. The user must ensure that the target power supply is connected to the Vref pin on the target JTAG
connector and that it is switched on before the debug session is started. If these two conditions are not meet, it is
highly probably that the initial debug connection will fail already. However in some cases it may succeed but
then the system will behave abnormal.
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2.2 Initialization Sequence

The user must properly configure the CPU before the debug download (including the flash programming) can
take place to the memory area, which is not accessible upon the CPU reset. This is essential for the applications
using memory resources, for instance external RAM or external flash, which are not accessible after the CPU
reset. In such case, the debugger executes a so-called initialization sequence immediately after the CPU reset,
which writes to the CPU registers configuring the CPU memory interface to the physical memory and then the
debug download is executed. Note that the initialization sequence must be set up specific to the application.
Besides enabling a disabled memory access upon reset, the initialization sequence can also be used for instance
to disable the CPU internal watchdog being active after reset or to modify any other CPU registers, when it’s
preferred to run the application with the modified CPU reset state.

The initialization sequence can be set up in two ways:

1. Set up the initialization sequence by adding necessary register writes directly in the Initialization page
within winIDEA.

Emulation Options x|

Hardware I CPU  Initiglization |JT.HG |

Inttialization Iln'rt sequence j II second(z]
Save...
[ Load from file I J =VE
Address offset |Read from CPU =l HEX

[~ Reset CPU after DL /reset commands (invalidates inttialization)

| Area | Address | Register | Data

Physical 40012404  ADC1 _CR1 (MOMOM043

rwotes |

Properties. .
;I T Bemove
ok | Cacd | Hep |

2. winIDEA accepts initialization sequence as a text file with .ini extension. The file must be written
according to the syntax specified in the appendix in the hardware user’s guide.

Excerpt from Cortex.ini file for the Cortex-M1 based CPU:

S ADC1_CR1 L 0x00000043 /I Do something to ADCL1 control register
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x|
Hardwars I CPL  Initiglization |JTAG |

Initialization Iln'rt seqUEnce j |1 second(s]
Save...
V¥ Load from file ICDrte:-;M'I.inﬂ J
Address offset | Read from CPU = HEX

[~ Reset CPU after DL /reset commands (invalidates initialization)

Area |Address | Register | Data

A fidd...

Eroperties. .. |
;I T Bemove |

0K | Cancel | Hep |

The advantage of the second method is that you can simply distribute your .ini file among different workspaces
and users. Additionally, you can easily comment out some line while debugging the initialization sequence itself.

There is also a third method, which can be used too but it’s not highly recommended for the start up. The user

can initialize the CPU by executing part of the code in the target ROM for X seconds by using 'Reset and run for
X sec' option.

x|
Hardwars I CPL  Initiglization |JTAG |

Intizlization  |INEERCIE A - |2 second(s)
Save...
™| Load from file: [CorexMTini ]
Address offset |Read from CPL =] HEX

[~ Reset CPU after DL /reset commands (invalidates initialization)

Area |Address | Register | Data

A fidd...

Eroperties. .. |
;I T Bemove |

0K | Cancel | Hep |
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2.3 JTAG Scan Speed
Emulationoptons K|
Hardwarel CPU Ilnitializaticun JTAG |

Scan zpeed IFast j |24EIEIEI j kHz
v Usze ISIuw j IEEIEI j kHz zcan speed during initialization

— ¥ Thiz iz the zsingle device in the JTAG chain
IR Prefix

— Multi Core Debugging

[T Enabled |Debug multiple cores on the zame | [R Postfi

IEI

IEI
chain [uze multiple emulators]

IEI

IEI

DR Prefis

[T Faster  |This instance will initialize the
JTAG chain, DR Poztfix

Cancel | Help |

JTAG Scan Speed definition

Scan speed

Note: This tab is disabled when SWD debug interface is selected as an alternative to the JTAG debug interface
(see Debug Protocol setting in chapter 3.3).

The JTAG chain scanning speed can be set to:

e Slow - long delays are introduced in the JTAG scanning to support the slowest devices. JTAG clock
frequency varying from 1 kHz to 2000 kHz can be set.

e Fast—the JTAG chain is scanned with no delays.
e Burst — provides the ability to set the JTAG clock frequency varying from 4 MHz to 100 MHz.

e Burst+ - provides the ability to set the JTAG clock frequency varying from 4 MHz to 100 MHz

RTCK - Adaptive RTCK clocking for ARM
e Free —this mode is not supported for ARM JTAG debug interface

Slow and Fast JTAG scanning is implemented by means of software toggling the necessary JTAG signals. Burst
mode is a mixture of software and hardware based scanning and should normally work except when the JTAG
scan frequency is an issue that is when the JTAG scan frequency used by the hardware accelerator is too high for
the CPU. In general, selecting an appropriate scan frequency usually depends on scan speed limitations of the
CPU. In Burst+ mode, scanning is controlled by a hardware accelerator, which poses some restrictions, which
are not met by all CPUs. Consequently, Burst+ mode doesn’t work for all CPUs. Burst and Burst+ are not
supported on iIONE debug tool.

In general, Fast mode should be used as a default setting. If the debugger works stable with this setting, try Burst
or Burst+ mode to increase the download speed. If Fast mode already fails, try Slow mode at different scan
frequencies until you find a working setting.
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Use — Scan Speed during Initialization

On some systems, slower scan speed must be used during initialization, during which the CPU clock is raised
(PLL engaged) and then higher scan speeds can be used in operation. In such case, this option and the
appropriate scan speed must be selected.

Configuring JTAG Scan speed for the first time

Sometimes, the default JTAG scan speed needs to be changed. A default ‘Fast’ JTAG scan speed may not work
for all Cortex CPUs. WinIDEA may report following message when the debug connection cannot be established
due to too high debug JTAG scan speed:

winIDEA [ x|

Error 175: JTAG chain error, Check karget WiCC and Emulation Options | ITAG Position
Error 176: Cannot stop CPU after startup,

Select ‘Slow’ JTAG scan speed and try different possible JTAG frequencies when initial debug connection
cannot be established.

Emulation Options |

Hardwarel CPU Ilnitializatiun JTAG |

Scan speed ISIDW j |1UUU j kHz  Mumber of idle TCKs IU_
™ Usze ISIDW j IEEID j kHz scan speed dunng initialization

v Thiz iz the zingle device in the JTAG chain

|} Frefis IU [ Erefis IU
| E Eostie ID (B Easti IEI

Ok I Cancel Help

In general, it is recommended to use the highest working JTAG scan speed for the optimal debug performance.
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3 CPU Options

3.1 General Options

x

Options | De-buggingl Resst I NXP LF‘CI Advanced | Exceptions |

™| Ml Enabled swhen Stopped

[T Intermupts Enabledishen Stopped

[ Hard Intemupt Disable When Stopped:

[T | Stop CRU| Sctivities When Stopped

[T | Test Mode

[~ Cache downloaded code only {do not load to target)

QK I Cancel Help

Hard Interrupt Disable When Stopped

When this option is checked interrupts will be enabled immediately after program execution resumes.
Otherwise, the CPU must execute a couple of instructions before returning to the program to determine whether
interrupts were enabled when the CPU was stopped. These extra instruction executions can prevent task
preemption when an interrupt is already pending.

Stop CPU Activities When Stopped

When the option is checked, all internal peripherals like timers and counters are stopped when the application is
stopped. Otherwise, timers and counters remain running while the program is stopped. Usually, when the option
is checked, the emulation system behaves more consistently while stepping through the program. While being
aware of the consequences, it is up to the user whether the option is checked or not.

For instance, it’s is recommend that a timer, which generates interrupts, is stopped when the application is
stopped. Otherwise, the CPU would first service all pending interrupts (generated by the timer while the
application was stopped) after the application is resumed. Such behaviour is far away from the actual behaviour
of the target application.

Note: This option is available depending on the specific microcontroller family.

Cache downloaded code only (do not load to target)

When this option is checked, the download files will not propagate to the target using standard debug download
but the Target download files will.

In cases, where the application is previously programmed in the target or it's programmed through the flash
programming dialog, the user may uncheck 'Load code' in the 'Properties’ dialog when specifying the debug
download file(s). By doing so, the debugger loads only the necessary debug information for high level
debugging while it doesn't load any code. This might cause the call stack display not to work on some CPU
platforms. In such applications, 'Load code' option should remain checked but '‘Cache downloaded code only (do
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not load to target)' should also be checked. This will cause debug information and code image to be loaded to the
debugger but no memory writes will propagate to the target, which otherwise normally load the code to the
target.

3.2 Debugging Options
x|

Options  Debugging | Fesst I MNXP LF‘CI Advanced | Exceptions |

Simulate instr. step INeuer j

Ext. Oscillator clic |12DDD kHz

[” Boost CPU clock after RESET

QK I Cancel Help

Cortex-MO/M1 Debugging Options

Execution Breakpoints

Hardware Breakpoints

Hardware breakpoints are breakpoints that are already provided by the CPU. The number of hardware
breakpoints is limited to four(two or none can also be found on some M1 implementations). On Cortex-M1,
hardware execution breakpoints can only be used in Code Space area. If the option 'Use hardware breakpoints' is
selected, only hardware breakpoints are used for execution breakpoints.

Note that the debugger, when executing source step debug command, uses one breakpoint. Hence, when all
available hardware breakpoints are used as execution breakpoints, the debugger may fail to execute debug step.
The debugger offers 'Reserve one breakpoint for high-level debugging' option in the Debug/Debug
Options/Debugging' tab to circumvent this. By default this option is checked and the user can uncheck it
anytime.

Note: On Cortex-M1, hardware execution breakpoints can only be used in Code Space area. The hardware
execution breakpoints do not work in the embedded static RAM, if the RAM is mapped outside Code Space
area. However, Cortex-M1 contains a DW component, which provides flexible hardware comparators that can be
used as data or instruction fetch watchpoints. When a comparator is used as an instruction fetch watchpoint, it
works like an execution breakpoint, except that its reaction is not precise and does not stop CPU on the
instruction before it is executed, but stops after the instruction has already been executed.

Software Breakpoints

Cortex-M1 debug provide four(two) hardware breakpoints, which sometimes prove insufficient. The debugger
can use unlimited software breakpoints to work around this limitation. Debugger uses dedicated ARM software
breakpoint instruction to implement software breakpoints.
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When a software breakpoint is being used, the program first attempts to modify the source code by placing a
break instruction into the code. If setting software breakpoint fails, a hardware breakpoint is used instead.

Depending on the microcontroller family the debugger features unlimited software breakpoints in the internal
CPU flash too. Time to set or clear the breakpoint depends on the debug JTAG scan speed, CPU clock, flash
sector size and the flash technology.

Simulate instr. step

‘Never’ is selected by default. When run or source step debug command is executed from a BP location, the
debugger first clears BP, executes single step, sets back the original BP and then resumes the application. All
this is done in background hidden from the user. Since setting and clearing software flash breakpoint can be very
time consuming, a new approach was introduced, which simulates the first instruction at breakpoint address
without requiring clearing and setting the software flash breakpoint. Thereby, the user can select ‘FLASH SW
BP’ in order to speed up the debugging. Not all instructions can be simulated successfully (ie: coprocessor
interaction). If the option yields erroneous behavior, set back to the default setting.

Ext. Oscillator clk

Before performing first debug download, which also programs the code into the flash, the user must enter
frequency of the external oscillator connected to the target CPU. Based on this value, flash programming
procedure will calculate CPU frequency whenever it’s necessary and feed it to the NXP API functions which are
used for programming the flash and are part of the CPU firmware already.

Note: This setting is available only for NXP LPC11xx devices and at the same time obligatory for these devices.

Boost CPU clock after RESET’

Flash programming can be speed up by raising CPU frequency via CPU PLL module before flash programming
takes place. This is done by checking the ‘Boost CPU clock after RESET’ option The debugger enables and
configures CPU PLL before the flash programming is started. Note that the CPU PLL remains configured after
the debug download and the debug reset. Therefore it can not be assumed that the PLL is disabled when the user
opens a debug session to debug the application code. The user startup code must follow the steps described in the
CPU User Manual to disconnect the PLL and reconfigure it.

Note: This option is available for NXP LPC11xx devices only.
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3.3 Reset
|

Optionsl Debugging Resst |M\ranced| Eme-pﬁcnsl Extemal WDTI

™| BESET from taraet enabled

[T Sunchronize start from reset on target BESET
™| lgricre target BESET after |1Z— L
¥ Latch target RESET

¥ | Stop after target BESET

BESET output I-:-pen Drain j
RESETmethod  [Reqular |

RESET duration I'I 0 ms

Post RESET delay  [200 ms

oK I Cancel Help

Latch target RESET

When the option is checked (default), the debugger latches active target reset until it gets processed. This yields
a delay between the target reset and restart of the application from reset. If this delay is not acceptable for a
specific application, the option should be unchecked. An example is an application where the CPU is
periodically set into a power save mode and then waken up e.g. every 6ms by an external reset circuit. In such
case, a delay introduced by the debugger would yield application not operating properly.

When the option is unchecked, it may happen that the debugger does not detect the target reset although the CPU
gets reset. The debugger polls the CPU status ~3 times per second while the target reset can occur in between.

RESET method

Different reset methods are possible due to the problems arising from various wiring of the TRST (JTAG reset)
and the SRST (system/CPU reset) signals in the target or inside the SoC (System on Chip). It is recommended
that these otherwise independent signals are not connected together. However, sometimes they are tied together
which can then conflict with the debugger controlling the target microcontroller.

A default reset method is ‘Regular’. If it’s not working, then try ‘SoC’ (if available) and last ‘Stop and preset’.

Note: ‘SoC’ reset method should be used for NXP LPC1xxx microcontrollers.

When a ‘Regular’ method doesn’t work, it is recommended to put a short delay respectively a code not affecting
the CPU peripherals at the beginning of the application. This ensures that the CPU peripherals don’t get
configured before the debugger takes the control over the microcontroller. Nevertheless, keep in mind that CPU
peripherals might not be in its reset state after the debug reset when not using a ‘Regular’ reset method.

e Regular

This reset method assumes that TRST and SRST signals are separately connected from the microcontroller
to the target debug connector. When the debug session is initialized, first a debug module is reset via the
TRST while the microcontroller is held in reset via the SRST, preventing the core to run. The SRST is
released after the debug module has been configured for “stop the core after the CPU reset’.
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e Stop and preset

Also called a software reset method because it does not propagate to any hardware signals. When debug
session is initialized, the debug module is reset and the system reset (SRST) is released. Core is then stopped
via a debug command and its execution point is set to reset value by modifying the program counter. As
with SoC method, system is left running from power on until the core is stopped.

Note: With this method, the core and peripherals are not reset on debug reset command.

e SoC

SoC stands for System on Chip reset. This is a method based on a mechanism implemented in the CPU’s
SoC. This mechanism enables to reset the core via a debug command. It is implementation specific whether
it also resets CPU peripherals. When the debug session is initialized, system reset is released and the debug
module is reset. Next, the debug module is configured to stop the core after the CPU reset is released.
Afterwards, a reset command is issued to the debug module, which yields resetting the core (and usually
peripherals) and stopping it.

Note: From power-on reset, the core and the application code are already running for a short period of time
while the debug module is being configured for the first time.

RESET Duration

The width of the RESET pulse is specified here.

Post RESET Delay

Typically, the on-chip debug module is reset concurrently with the CPU. After the debugger releases the CPU
reset line from the active state, the on-chip debug module can require some time (delay) to become operational.
This time can also depend on any additional reset circuitry on the target system. The default delay value
normally allows the debugger to gain the control over the CPU. If a debug connection fails, try different delay
values to try and establish the debug connection.
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3.4 NXP LPC

x

Cptions I Debugging I Resst NXP LPC |M\ranced | Exceptions |

I~ Preset MEMMAE 7 SYSMEMREMAR: 2 HEx

QK I Cancel Help

Preset MEMMAP / SYSMEMREMAP
When the option is checked the debugger presets SYSMEMREMAP register.

Note: This option is available for NXP LPC11xx family only.

3.5 Advanced Options

x

Ominnsl Debuggingl Feset I MXP LPC Advanced |Exceptiuns|

[™ iPC (Program courterf ID HEX

Debug Protocal IS‘.";'D 'I
Trace Protocol IS"—"J'O 'I

v Initialize trace port at startup

" Cwemde startup register values

Maodules
{ ¥ owTATH T ETM = HTk

Ok I Cancel Help

Advanced options
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Override startup register values

This option overrides the default Program Counter reset value with the value set.

Debug Protocol

Two interfaces for debug are available:

e  Serial Wire debug port (SWD)

e JTAG debug port (JTAG)
A microcontroller can have both or only one debug protocol implemented. By default, the JTAG debug port is
active. Once in JTAG debug mode, the debugger can switch to Serial Wire Debug mode. This is possible
because JTAG TMS and TCK signals are mapped to SWD SWDIO and SWCLK signals. The debugger sends a

dedicated sequence over these two signals and disables JTAG debug port and enables Serial Wire Debug mode.

If there is a target debug connector exposing the JTAG debug interface, the debug tool connects to it via 20-pin
(2.54mm) ARM connector. Then the debugger can debug over:

e the JTAG debug interface and features no trace at all

e the SWD (Serial Wire Debug) debug interface. This connection is possible since SWD signals are
shared with the JTAG signals.

If there is a target debug connector exposing the SWD debug interface only, the debug tool connects to it via 20-
pin (1.27mm or 2.54mm) Cortex connector. In this case, the debugger controls the CPU over the SWD (Serial
Wire Debug) debug interface. Per default SWO trace (serial interface) is available over the SWD interface too.

Trace Protocol

Cortex-M1 microcontrollers do not have trace capabilities.

Initialize Trace Port

At the time of writing this document, this option has no meaning for Cortex-M0/M1 devices but may change in
the future.

On some CPUs trace port cannot be initialized via the initialization sequence (.ini) and has to be done from the
debugger. This is the case for ARM9 NetX device, where this option was introduced first.
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3.6 Exceptions

The core can be halted on the selected exception vectors. It is recommended to select the exceptions which are
not handled in the application. By doing so, the application stops on such unexpected event.

x

Optinnsl Debuggingl Reset I N#P LF‘CI Advanced Exceptions |

Debug mode entry on:

[ JiCORERESET - halt when local reset occurs
HARDERR - hardware fault exception

QK I Cancel Help

CPU setup, Cortex-M1 exceptions page

The debugger will cause the CPU to enter debug mode when the CPU enters an exception which has been
marked for debug mode entry in the exceptions page.

4 Access Breakpoints

Access breakpoints feature on Cortex-M1 based MCUs is provided by the DW (Data Watchpoint) unit. It
provides up to 2 comparators which support instruction address and data address matching. Exact number of
comparators depends on the DW implementation on a particular microcontroller.

winIDEA performs run time check of available debug resources (number of comparators) when access
breakpoints are configured and activated, and pops up a warning when some of configured resources are not
supported by the microcontroller.

Each DW comparator can be configured to perform instruction address or data address matching. When a
comparator detects a match, it will take the specified action.
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Hardware Breakpoints

DwWT | Action I

¥ Enabled

| — 1
—Iw Comparator 0 A

I #iCounter J Ignore LSE bits ID Vl

Address

Aebion

—Iv Comparator 1

Address

Ackion

[ P |

L )
psTRsieR s Ty

I interruptRouﬁne Ij Ignore LSB bits ID VI

Jstop cru =l stop CPU =]

Wizard... | OK

Cancel Help

Cortex-M1 hardware breakpoints dialog

Above access breakpoints dialog is generic for Cortex-M1 based microcontrollers.

Enabled

This is a global enable/disable control for access breakpoints. If this is not checked then all comparators are
disabled.

Comparator N

This combo box selects the function to be performed by comparator N. The following comparator functions are
available:

“Instruction Fetch”
“R/W access”
“Read access”
“Write access”

- address matching on instruction fetches

- address and/or data value matching on both data read and data write accesses
- address and/or data value matching on data read accesses only

- address and/or data value matching on data write accesses only

Address

Specifies the address, which will be compared with the address on the CPU address bus during the instruction
fetch or data access.

Ignore LSB bits

Specifies how many least significant address bits are to be ignored by the comparator when looking for match on
address bus.
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Use ‘Ignore LSB bits’ field next to the Address field to mask lower address bits when it’s required to stop the

application on address range match.

DWT | action |

[¥ Enabled

—v Comparator [J*IWrite Arcess ;{
Address I:iCounter J Ignore LSBbitsIIJ vl

Acticn

stop CPU j

—¥ Comparator 1~|Instuc1jcun Fetch 'I

Address IInterrupﬁloutine J Ignore L5B bits Iu vl

Fehin Is::-j CRU

[

Above screenshot shows how to configure the DW unit to stop the application when write access occurs to
iCounter variable or when an instruction is fetched at the start of InterruptRoutine() function.

5 Real-Time Memory Access

Cortex debug module supports real-time access. Watch window’s Rt.Watch tab can be configured to inspect
memory in real-time. Optionally, memory and SFR windows can be configured to use real-time access as well.

Real-time access on Cortex is native and steals bus cycles from the CPU. The more data is being watched and
the higher the frequency, the more effect it is going to have on the target application.

In general, it is not recommended to use real-time access for Special Function Registers (SFRs) window. As long
as the number of real-time access requests stays low, the application execution time stays almost intact.
However, if SFRs window or memory window is updated via real-time access, the application may start
behaving differently due to the stealing too many bus cycles from CPU.

When a particular special function register needs to be updated in real-time, put it rather in the Rt. Watch tab
(don't forget to enable real-time access in the SFRs window but keep SFRs window closed or alternatively open
but with SFRs collapsed). This allows observing a special function register in real-time with minimum intrusion
on the application.
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6 Internal Flash Programming

6.1 NXP LPC11xx Family

The target application may not run properly due to various factors. The following text might be very helpful
when troubleshooting the CPU startup problems. Refer to the CPU User Manual for more details on the CPU
startup.

Startup

The flash boot loader code is executed every time the part is powered on or reset. The loader can execute the ISP
command handler or the user application code. A LOW level during reset at pin PIO0_1 is considered an
external hardware request to start the ISP command handler.

Assuming that power supply pins are on their nominal levels when the rising edge on RESET pin is generated, it
may take up to 3 ms before PIO0_1 is sampled and the decision on whether to continue with user code or ISP
handler is made. If PIO0_1 is sampled low and the watchdog overflow flag is set, the external hardware request
to start the ISP command handler is ignored. If there is no request for the ISP command handler execution
(P100_1 is sampled HIGH after reset), a search is made for a valid user program. If a valid user program is
found then the execution control is transferred to it. If a valid user program is not found, the auto-baud routine is
invoked.

Criterion for valid user code

The reserved Cortex-M3 exception vector location 7 (offset 0x 001C in the vector table) should contain the 2’s
complement of the check-sum of table entries 0 through 6. This causes the checksum of the first 8 table entries to
be 0. The boot loader code checksums the first 8 locations in sector 0 of the flash. If the result is 0, then
execution control is transferred to the user code.

If the signature is not valid, the auto-baud routine synchronizes with the host via serial port 0.

Flash Programming

The debugger programs the code directly into the internal flash memory through the standard debug download.
Based on the selected CPU, the debugger identifies which code from the download file fits into the internal flash,
and loads it to the flash through the flash programming procedure hidden to the user. The flash programming
procedure is implemented using NXP 1AP (In-Application Programming) interface being already part of the
CPU Flash Boot Loader firmware. All other code, allocated outside of the flash boundaries, is downloaded to the
target through standard the memory writes.

Note: Proper target CPU must be selected in the ‘Hardware/Emulation Options’ dialog since corresponding flash
programming procedure is selected based on the selected CPU.

Due to the CPU requirements, winIDEA extracts the necessary interrupt vectors from the download file before
programming a 32-bit value to the 0x1C address, makes the 2’s complement of the check-sum of these vectors
and programs the calculated value to the 0x1C address. This yields the CPU starting from the user code after the
reset. Consequentially, when “Verify download’ is configured, it’s executed after the debug download and the
user would normally get error at address 0x1C since the programmed value doesn’t match with the one in the
download file. The user can ignore this error or adjust his download file in a way that a 32-bit value at the
address 0x1C contains proper value, which results in the CPU start executing the user code after the reset. The
alternative is also to skip verifying 4 bytes at address 0x1C. Below picture shows the necessary setting in the
Download dialog.
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F‘mcessesl Download Files  Options |Targe¢ Download | Endian | Thumb | Cwverays |

Auto download IPd’tEr link: j

Before download IHeguIar initialization j

Physical 0000001C - 0000001F (4)

Target download | MNone {default)

— After download

¥ Verfy
[ IGD to program entry poirt j

=)

rIHun urtil ... j
I"main.u:"':EE J

nl Perform these actions also
after Debug/CPU Reset

W~ Show load map f load emars
oCour

X

o]

Cancel | Al Help

Code Read Protection (CRP)

Code Read Protection is a mechanism that allows user to enable different levels of security in the system so that
access to the on-chip flash and use of the ISP can be restricted. When needed, CRP is invoked by programming a

specific pattern in flash location at 0x000002FC.

If value 0x12345678 is programmed to the address 0x2FC (CRP1), access to chip via the JTAG pins is disabled,
which means debugger can no longer have control over the CPU via the JTAG debug interface. Hence, use code

read protection with caution.

Setting Up Flash Programming

Select the NXP LPC11xx family in the CPU list and select specific target CPU in the ‘Custom CPU variant’

combo box.

Emulation Options

Hardware CPU |In'rtia|izatiun I JTAG |

X

Famiby PODACARDATAG [;.F'U
x| [ARM7 Cortex-MO
ARMS Cortex-M1
Cortex-M3

CPU Setup... | ¥Scale

SetDefaut |

Initial Endian IL'rl'lIe v|

iMXE1

MNXP LPC Tacx

MXP LPC1 2

MNXP LPC1 R
OMAP 35

STM3Z2
TMS470MSFE42PZ
TMSE70

Custom CPL variant

|LF‘C1114

~

0K | Cancel | Hep
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Next, it’s highly recommended that SWD debug interface is used, which also yields good flash programming
performance. SWD debug interface can be used regardless of the target debug connector used in the target. SWD
debug interface can be used with all of them including with 20-pin ARM target debug connector.

x

Optionsl De-buggingl Reset I NXP LPC Advanced |Eme-ptior15|

" Cwemide startup register values

[~ PC (Program courter) ID HEX

Debug Protocaol ISWD v|
Trace Protocal IS";'-.-'O v|

[ initialize trace port =t startup:

Maodules
( ¥ DwTAT T ETh = Hk

QK I Cancel Help

Before performing first debug download, which also programs the code into the flash, the user must enter
frequency of the external oscillator connected to the target CPU. Based on this value, flash programming
procedure will calculate CPU frequency whenever it’s necessary and feed it to the NXP API functions which are
used for programming the flash and are part of the CPU firmware already.

]

Options  Debugging | Reset I MXP LF‘Cl Advanc:edl E:ceptinnsl

Execution BPs I Hardware % l
Simulate instr. step I Mewver 57 l

kHz

. Oscillator clk

0K I Cancel Help

Flash programming can be speed up by raising CPU frequency via CPU PLL module before flash programming
takes place. This is done by checking the ‘Boost CPU clock after RESET’ option in the ‘Debugging’ tab. The
debugger enables and configures CPU PLL before the flash programming is started. Note that the CPU PLL
remains configured after the debug download and the debug reset. Therefore it can not be assumed that the PLL
is disabled when the user opens a debug session to debug the application code. The user startup code must follow
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the steps described in the CPU User Manual to disconnect the PLL and reconfigure it when used by the target
application too.

x

Options  Debugging | Reset I N#P LF‘CI Advanced | Exceptions |

Execution BPs IHardware j
Simulate instr. step INE-,.-er j

Ext. Oscillator clic |12DDD kHz

¥ Boost CPU clock after RESET

QK I Cancel Help

Note: In order to download the code into the CPU internal flash, the user doesn’t need to setup any initialization
sequence (.ini).

There is additional flash programming related setting, which affects the target CPU. It concerns the
SYSMEMREMAP (LPC11xx) register. The SYSMEMREMARP register selects whether the ARM interrupt
vectors are read from the boot ROM, the flash, or the SRAM. If the option is checked, the debugger presets the
SYSMEMREMAP register after the CPU reset before any other debug action takes place.

x

Dpﬁnnsl Debuggingl Reset I Advanced MXPLPC |

¥ Preset MEMMAP | SYSMEMREMAP |2 HEX

oK I Cancel Help

If ‘Preset MEMMAP / SYSMEMREMAP’ option is not checked, flash programming procedure sets
SYSMEMREMAP value to 2 (flash visible at 0x0), programs the flash and then restores the original
SYSMEMREMARP register value. Such setting would yield verify errors, if debug verify is performed after the
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debug download, when programming an empty flash on LPC11xx device. It’s because the flash programming
procedure restores original reset SYSMEMREMAP register before the debug verify is performed and in this
case this yields flash memory no longer visible at the time of the debug verify. Note that after reset, erased
LPC11xx device boots with SYSMEMREMAP =0. In such case it might be more predictable behavior when the
‘Preset MEMMAP / SYSMEMREMAP’ option is checked and the CPU keeps this value after the debug
download too.

Based on the selected CPU, belonging flash device occurs in the ‘FLASH Setup...” dialog (Hardware menu).

x

On-Chip | Custom |

{MXP LPC1he_32cB (Address = 00000000}

Add
Bemove |
_ |

ok | canced | oz | Hep |

Press Edit in order to open the configuration dialog.

peviee x|
~ Device Exclusions
Manufacturer |10 | Add...
Device I LPC11xx_32kB j Femoye |
‘ersion I (default) j
Name f 1P LPC 11xx_32kB
~ Options
AddressinCPUspace [0 HEX  Monitor
[~ Mass erase before download Maonitor load (RAM) address IW HEX
[ Use monitor RAM exdusively  Size IW HEX
[ Allow download only Maximum operation imeout IIZI— 5
[T Cache contents [T Use custom monitor IL.IMI_LPCllxx.sSZ
W derify ¥ on the fiy From folder | C:\winIDEA\20 10\FLASH
Ok I Cancel

As an alternative to the ‘Verify Download‘ debug command, it is recommended to check the “Verify* and the
‘On the fly’ options, which yield reading back the programmed content and comparing it with the input data
during the write process. This operation is performed by the flash programming monitor and is thereby much
faster comparing to the “Verify Download* debug command, which reads back the memory through a relatively
slow debug interface and then compares it with the download file.
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Note: “Verify on the fly’ performed by the flash programming monitor will not report errors when debug
download file contains the code residing outside of the flash (e.g. code exceeding the physical flash). It verifies
only the code that gets written into the flash. For that purpose, the 'Debug/Verify' is the foolproof tool to use.

When “‘Mass erase before download’ option is checked, the debugger first erases complete flash and then
programs it. If the option is unchecked, only necessary flash sectors are erased before the programming.

Troubleshooting

e If flash cannot be programmed, first perform debug reset only, then open memory window at address
0x1000_0000 and try to modify the content of the on-chip SRAM. In case of problems, try to decrease
JTAG scan speed and try different reset duration and post reset delay.

e Check if SWD debug interface is selected in the ‘CPU Setup/Advanced’ dialog.

e Check if clock of the external oscillator, which is connected to the target CPU, is specified in the
‘Hardware/Emulation Options/CPU Setup/Debugging’ tab.

Note: When there is no valid user code (determined by the checksum word) in the user flash (e.g. empty flash)
or the ISP enable pin (P100_1) is pulled low on startup, the ISP mode will be entered and the boot code
will setup the PLL with the IRC. Therefore it can not be assumed that the PLL is disabled when the user
opens a debug session to debug the application code. In the application, the user startup code must follow
the steps described in the microcontroller user manual to disconnect the PLL when necessary.

7 JTAG Scan

Note: This tab is disabled when SWD debug interface is used (see Debug Protocol setting in chapter 3.3).

This functionality allows the user to have access to the JTAG chain to which the debugger is connected in order
to control the debugged CPU. Primarily it was designed for troubleshooting.

Operation:

Scan IR and return to Run-Test-Idle: starts instruction scanning in current state and returns to Run-Test-Idle
state.

Scan DR and return to Run-Test-1dle: starts data scanning in current state and returns to Run-Test-Idle state.

Scan IR and return to Select-DR-State: starts instruction scanning in current state and returns to Select-DR-State
state.

Scan DR and return to Select-DR-State: starts data scanning in current state and returns to Select-DR-State state.
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Hardware Tools |

b ernony JTAG Scan |

O peration IS::an IR and retum to Run-Test-ldle j

Scan length [bits] I'I Reserve JTAG

ARM zcan chain IEI chain access

] {00

Siar

0O [

Mate: Bit O of the first byte will be scanned in first

Cloze I [Eariee] Help

Invert scan order

The data under “TDI” (DR scan only) can be scaned in both orders. If this option is not checked, then bit 0 (LSB
bit) of first byte is scanned first. If this option is checked, then the bit pointed by “Scan length (bits)-1" is scaned
first.

Example: TDI: 12345, Invert scan order [ ], Scan length = 16 bits... Bit stream scanned (bit on the left side
scanned first): 0100100000101100

Example: TDI: 12345, Invert scan order [x] , Scan length = 16 bits ... Bit stream scanned (bit on the left side
scanned first): 0001001000110100

Scan length (bits)

The number of bits scanned at DR or IR scan.

ARM scan chain

Prior every DR scan the scan chain is set to this value.

TDI

DR/IR scan input bits

TDO

DR/IR scan output bits

Reserve JTAG chain access

When this button is pressed, only the scans through this dialog will be allowed (debugger will be “quiet”)

[GSYSTEM, May 2011 24129



8 Trace

Note: Cortex-M1 processors do not offer any kind of trace feature.

9 Multi-Core Debugging

Note: This explanation applies only for JTAG debug interface (see Debug Protocol setting in chapter 3.3).

9.1 Multi-Core Debugging Background

Completely new demands sprung-up after introducing first CPUs using JTAG protocol to interface with the on-
chip debugging firmware.

All Cortex core based CPUs use JTAG protocol to communicate between the debugger and the on-chip debug
hardware. The debugger connects to the CPU via standard JTAG port requiring minimum 4 signals: TMS, TCK,
TDI and TDO. Driving all 4 signals, the debugger can control and configure on-chip debug hardware and read
back all the necessary information.

The Cortex CPU can be just one among other devices in the target, all supporting the JTAG BST and connected
in the JTAG chain. (Note that the target can consist of more Cortex CPUs as well.) In such environments, the
user must configure the software properly in order to be able to debug the particular CPU. The next section
describes how to configure the software to be able to control the necessary CPU via JTAG chain.

Note that a single physical device can have more CPU cores. For instance, a single device can have three cores
integrated. All of them are sequentially connected in the JTAG chain and therefore each can be accessed and
debugged separately as a standalone device. The process is called Multi-Core Debugging or the Multi-Device
JTAG Chain. Currently, only debugging of a single device (either standalone or in a multi-device JTAG chain) is
supported.

9.2 Multi-Core Debugging Settings

By default, the multi-core debugging is turned off, which means that there is only one core being debugged in
the JTAG chain.

Emulation Dptions E2 |

Hardwarel CPU Ilnitializatinn JTAG I

Scan speed IFast j |5UU j kHz  Mumber of idle TCK: IU_
™ Use ISIu:uw j IEDEI j kHz scan speed during initislization

v Thiz iz the single device in the JTAG chain

|} Frefii IU [ Prefiy IU
| Easttiz IEI B Eosti ID

Ok I Cancel Help

Multi-Core Debugging Configuration

For more information on ‘Scan speed’ setup, see chapter 2.3.
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9.2.1 Single Device Debugging in a Multi-device JTAG chain

The debugger fully supports debugging of a single CPU or core in a multi-device JTAG chain. All the debug
information that the software displays, holds for the currently debugged CPU or core.

Note: The Cortex core itself is not fully JTAG compliant and does not support JTAG BST. It depends on the
CPU vendor whether they choose to implement the JTAG BST in the CPU or not. In any case, it is strongly
recommended that JTAG BST chain used for testing purposes is separated from the debug JTAG chain due to
the problems which may result from devices not fully JTAG compliant.

Single device debugging in a multi-device JTAG chain is primarily meant for debugging of a single CPU in a
multi-CPU target or debugging a single core in a multi-core target. The target should have debug JTAG chain
separated from the JTAG BST chain.

Additionally, note that the length of instruction (IR) and data (DR) registers may vary among CPUs and devices.
Typically, while debugging a single device in the JTAG chain, all others are placed in bypass mode. When in
bypass mode, devices pass data from the TDI pin to the TDO pin through a single-bit bypass register without
being affected internally.

Example 1:

This example describes the necessary configuration for single device debugging in a multi-device JTAG chain,
based on the target application containing four CPUs connected in the JTAG chain. Note that each CPU has a 4-
bit long instruction register (IR). The goal is to debug Device 3.

It is presumed that all the necessary settings for debugging a single CPU target were configured already.

e i ! I )
TODI » 7Ol TMS TDO »(TDI  TMS TDO |—w{TOl  TMS TOO |—m{TDI  TMS TDOf—o
Device1 Device 2 Device 3 - ARM core Device 4
JTAG being debugged
connector TCK TCK TCK TCK
oK f t t t
TDO |4

Target: Four devices connected in the JTAG chain

When addressing and debugging Device 3, it is assumed that others are placed in bypass mode. To configure all
four devices properly, the debugger must shift data to all instruction (IR) and data (DR) registers accordingly via
TDI.

IR Scan

First, the debugger must shift 4 bits for the Device 4 (IR Prefix) since Device 4 contains 4-bit long IR. Then, the
debugger shifts necessary bits for Device 3, being debugged. Next, additionally, 8 (4+4) bits must be shifted for
Device 2 and Device 1 (IR Postfix).

A value 4 must be entered in the ‘IR Scan — Prefix’ field and 8 in the ‘IR Scan — Postfix’ field.

DR Scan

Note that when in bypass mode, devices pass data from the TDI pin to the TDO pin through a single bypass
register. Therefore, the debugger must first shift 1 bit for the Device 4 (DR Prefix). Then, the debugger shifts
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necessary data for Device 3, being debugged. Next, 2 (1+1) bits must be shifted for Device 2 and Device 1 (DR
Postfix).

Emulation Options E

Hardwarel CFL Ilnitializatiun JTAG |

Scan speed IFast j IEUU j kHz  Mumber of idle TCKs IU_
™ Usze ISIDW j IEEIEI j kHz scan speed during initislization

Thiz iz the zingle device in the JTAG chain

IR Prefiz |4 DR Prefi IB
IR Postfix I'I DR Posthix |2

(] I Cancel Help

Configuration dialog - Debugging a single device in a multi-device chain
A value 1 must be entered in the ‘DR Scan — Prefix’ field and 2 in the ‘DR Scan — Postfix’ field.

These are the necessary additional settings when debugging a single device in a multi-device JTAG chain target.
The debugger should be operational now.

Example 2:

The target consists of an CPU (Device 2) that we would like to debug and three ASICs being fully JTAG
compliant. Device 1 has 6-bit long IR, Device 3 has 2-bit long IR and Device 4 has 3-bit long IR.

e I I I }
TDI »[TDI  TMS TDO »TOI TMS TOO |—m{TOl  TMS TDO |—m{TDI  TMS TDO
Device 1 Device 2 - ARM core Dewice 3 Device 4
JTAG heing dehugged
connector TCK TCK, TCK TCK,
oK f f f f
TDO |4

Tarqet: Four devices connected in the JTAG chain

IR Scan

A value 5 (3+2) must be entered in the ‘IR Scan — Prefix’ field and 6 in the ‘IR Scan — Postfix’ field.

DR Scan

A value 2 (1+1) must be entered in the ‘DR Scan — Prefix’ field and 1 in the ‘DR Scan — Postfix’ field.
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10 Getting Started

1)

2)

3)

4)
5)
6)

7)

8)

9)

Take one of the available sample workspaces and adjust the necessary hardware settings (emulator type,
communication type, CPU type, debug interface type and speed and debug I/O levels) if necessary.

Connect the system

Make sure that the target debug connector pinout matches with the one requested by a debug tool. If it
doesn't, make some adaptation to comply with the standard connector otherwise the target or the debug tool
may be damaged.

Power up the emulator and then power up the target.

Execute debug reset

The CPU should stop on location to which the reset vector points

Open memory window at the address where internal processor RAM is located and check whether you are
able to modify its content.

If you passed all 7 steps successfully, the debugger is operational and you may proceed to download the
code in the internal CPU flash.

Specify the download in the '‘Debug/Files for download/Download files' tab.

10) Execute Debug download, which should download the code in the internal CPU flash.
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11) Troubleshooting

. When using JTAG debug interface, try ‘Slow’ JTAG Scan speed if the debugger cannot connect to the
CPU.

. Make sure that the power supply is applied to the target JTAG connector when “Vref’ is selected for
Debug I/0 levels in the Hardware/Emulator Options/Hardware tab, otherwise emulation fails or may
behave unpredictably.

. When performing any kind of checksum, remove all software breakpoints since they may impact the
checksum result.

. If the “Error 175: JTAG chain error. Check target VCC and Emulation Options /JJTAG Position’ keeps
coming up for the JTAG debug protocol, it means that the debugger still cannot connect to the Cortex On-
Chip debug logic. There are several reasons possible:

o0 the JTAG pins are not connected correctly

o there is a problem with power or logical levels of JTAG signals, especially the TCK on the target
side must be checked (if possible on the chip), the signal integrity of, which must be without any
problems (without echoes)

0 the JTAG chain (in the Hardware/Emulation Options/JTAG dialog) is not specified correctly. If
only one core and no other scanable device are connected to the JTAG chain, select the This is the
single device in the JTAG chain' option (default setting). If there are more JTAG devices in the chain,
set Prefix and Postfix for IR and DR scan adequately.

Disclaimer: iISYSTEM assumes no responsibility for any errors which may appear in this document, reserves the
right to change devices or specifications detailed herein at any time without notice, and does not make any
commitment to update the information herein.

iISYSTEM. All rights reserved.
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