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1 Introduction
The processor contains an AHB-AP interface for dedecess. This interface is accessed externaéto th

processor by means of a Debug Port (DP) compoiietCortex-M3 system supports two possible DP
implementations:

The JTAG Debug Port (JTAG), which is based on BEeH 1149.1 Test Access Port (TAP) and
Boundary Scan Architecture widely referred to aAGT

The Serial Wire Debug Port (SWD), which providesva-pin (clock + data) interface.
These alternative DP implementations provide d#fifémechanisms for debug access to Cortex-M3. Your
processor might contain either, or both, of thesemonents. Only one DP can be used at once anchéwgt
between the two debug ports should only be perfdrwigen neither DP is in use.
The debugger uses one of the available DP competenaiccess Core Debug and System Debug moduke. Th
Core Debug module is used to halt the core, tdesisigp the core and to exit the halt state. Thee®y Debug
components are Flash Patch and Breakpoint (FPB}Yaihplement breakpoints and code patches, Data
Watchpoint And Trigger (DWT) unit to implement whpmints, trigger resources and system profiling,
Instrumentation Trace Macrocell (ITM) for appliaaidriven trace source that supports printf st@budyging,
and Embedded Trace Macrocell (ETM) for instructiate. The processor can be with and without gl E
Six hardware execution breakpoints are availabth @ortex-M3, one of which is optionally reservex $ource
debugging; the others are available to the usete Mat hardware execution breakpoints are opewtis long
as they are set in the processor code space. ¢ottheis loaded into the RAM, an unlimited numbesajtware
breakpoints can be set there.

Cortex cores have evolved from previous ARM cohiaectures, so some references used in this dadusne
drawn from the ARM specification.

Debug features:

Six hardware execution breakpoints

Unlimited software breakpoints (in code space)
Access breakpoints

Fast internal/external FLASH programming
Software flash breakpoints (CPU dependant)
Thumb?2 support

Real-time memory access

Little and big-endian support

On-Chip Trace support (DWT, ITM, ETM, HTM)

ARM Thumb?2

The family of Cortex cores implements Thumb2 instian set which is a superset of original Thumbringion
set. Thumb2 instruction set is a mixed 16/32kstrinction set, providing many 32-bit instructionkieh cover
functionality of majority of 32-bit ARM instructisnot covered by 16-bit Thumb instructions. Thumb2
instructions operate with standard ARM registerfigumation, allowing excellent interoperability beten ARM
and Thumb states.
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Using Thumb2 comes to an advantage in applicatidrese code density is important. The availabilitypoth
ARM and Thumb? instruction sets gives designerdlenébility to emphasize performance or code Sirea
subroutine level, according to the requirementtheir applications.

Cortex-M3 core implements Thumb?2 instruction séyowhile Cortex-R4 supports both ARM and Thumb2
instruction sets.

Thumb2 Code Debugging

Debugging of Thumb2 code is done in the same walebsgging ARM code. When Thumb2 code is being
stepped, the Data in the Code window is 16/32lbitg, depending on instruction length; otherwiss B2 bits
long.

Supported CPUs

winIDEA supports various microcotrollers based art€x-M3 (i.e.: Luminary Micro Stellaris, ST STM32,
NXP LPC17xx). Most microcontrollers usually alsosean-board peripherals which are most often addess
via a memory mapped interface. For most commorgy usicrocontrollers winIDEA also provides suppat f
these peripheral registers via a Special Functiegister (SFR) interface. SFR interface also alltvesuser to
view and modify peripheral registers using a visteé structure using register names which arellysierived
from microcontroller peripheral register specifioas.

Check with iSYSTEM for the latest list of support@BUs.

2 Emulation Options

2.1 Hardware Options
x|

Hardware | CPU | Intialization | JTAG |

* 3.3 x v =z zame treshold on all probes
*vef |22 i ¥ U hald ar &l prob
Frobe 1 %) el /2 f"|1_7 Y
Frobe 2 & el /2 r'|1.7 iy
Frobe 3 & el /2 If-'|1.T "v"
Frobed %) yief /2 r'|1.7 iy

"Debug /Olevels—— 1 Sampling treshold levels

QK I Cancel Help

Emulation options, Hardware pane

Debug /O levels

The development system can be configured in a hatythe debug JTAG/SWD signals are driven by the
emulator or by the target voltage (Vref).
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When 'Vref' Debug I/O level is selected, a voltagelied to the belonging reference voltage pintentarget
debug connector is used as a reference voltagefiage follower, which powers buffers, driving thebug
JTAG signals. The user must ensure that the tp@eér supply is connected to the Vref pin on thgeaJTAG
connector and that it is switched on before theudedession is started. If these two conditionshateneet, it is
highly probably that the initial debug connectioifl fail already. However in some cases it may settbut
then the system will behave abnormal.

2.2 Initialization Sequence

The user must properly configure the CPU beforediieug download (including the flash programming ¢
take place to the memory area, which is not adslesapon the CPU reset. This is essential for @ieations
using memory resources, for instance external RAMxernal flash, which are not accessible after @U
reset. In such case, the debugger executes aled-aaitialization sequence immediately after thelCreset,
which writes to the CPU registers configuring thelCmemory interface to the physical memory and tihen
debug download is executed. Note that the initdilon sequence must be set up specific to the cgtian.
Besides enabling a disabled memory access upot) tesenitialization sequence can also be usedngtance
to disable the CPU internal watchdog being actifteraeset or to modify any other CPU registersewlit’s
preferred to run the application with the modifieBU reset state.

No initialization is required for ST STM32 familyepdefault. In case of NXP LPC17xx, user must enataice
port via the initialization sequence before usingcé, profiler or execution coverage. Setting biin3the
PINSEL10 register enables LPC17xx trace port. Reféine microcontroller reference manual for mogeads.

The initialization sequence can be set up in twgsyva

1. Set up the initialization sequence by adding nengs®gister writes directly in the Initializatigrage

within winIDEA.
x
Hardware | CPU {1 ] 4TAG |
Initialization Iln'rt seqUEnce j II second(s]
I~ Loadfrom file | ]
Address offset | Read from CPL =l HEX

[~ Reset CPU after DL /reset commands (invalidates initialization)

Area |Address | Register | Data

Physical 4002C028  PINSEL1D 00000008 d Add... |

Properties. .
h
[~

Remove

0K | Cancel | Hep |

2. winIDEA accepts initialization sequence as a tégtwith .ini extension. The file must be written
according to the syntax specified in the appenaithe hardware user’s guide.

Excerpt from Cortex.ini file for the Cortex-M3 bas€PU:

S PINSEL10 L 0x00000008 //enable trace port
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Emulation Options x|

Hardware I CPU  Initiglization |JTAG |

Initialization Iln'rt seqUEnce j II second(s]
¥ Loadfromfile. [LPC1768.ni [
Address offset | Read from CPL =l HEX

[~ Reset CPU after DL /reset commands (invalidates initialization)

Area |Address | Register | Data

2] Add

s

Eroperties. ..

w

[~

I

Bemove

0K | Cancel | Hep |

The advantage of the second method is that yowsicaply distribute your .ini file among different wkspaces
and users. Additionally, you can easily commentsauhe line while debugging the initialization seggitself.

There is also a third method, which can be usedthd’s not highly recommended for the start Tpe user
can initialize the CPU by executing part of theeduthe target ROM for X seconds by using 'Resdtran for
X sec' option.

Emulation Dptions Ed

Hardware | U Initialization | JT4G |

| ritializatiarn IHESEt target, Run... j |2 second(z]
= Lead fram il | J
Address offset |Read from CPL =] o HEX

[~ Reset CPU after DLArezet commands (invalidates initialization)

Area | Address | Register | Drata

N fdd

F

Eroperties...

|

w

;I Hemave
Ok I Cancel |

T
o
=]

O iSYSTEM, May 2011 5/51



2.3 JTAG Scan Speed
Emulationoptons K|
Hardwarel CPU Ilnitializaticun JTAG |

Scan zpeed IFast j |24EIEIEI j kHz
v Usze ISIuw j IEEIEI j kHz zcan speed during initialization

— ¥ Thiz iz the zsingle device in the JTAG chain
IR Prefix

— Multi Core Debugging

[T Enabled |Debug multiple cores on the zame | [R Postfi

IEI
IEI
chain [uze multiple emulators]
DR Prefis IEI
[T Faster  |This instance will initialize the I—
]

JTAG chain, DR Poztfix

Cancel | Help |

JTAG Scan Speed definition

Scan speed

Note: This tab is disabled when SWD debug interfacelected as an alternative to the JTAG debiagface
(see Debug Protocol setting in chapter 3.3).

The JTAG chain scanning speed can be set to:

Slow - long delays are introduced in the JTAG s@ato support the slowest devices. JTAG clock
frequency varying from 1 kHz to 2000 kHz can be set

Fast — the JTAG chain is scanned with no delays.

Burst — provides the ability to set the JTAG clé@quency varying from 4 MHz to 100 MHz.
Burst+ - provides the ability to set the JTAG cldadquency varying from 4 MHz to 100 MHz
RTCK - Adaptive RTCK clocking for ARM

Free — this mode is not supported for ARM JTAG dgimterface

Slow and Fast JTAG scanning is implemented by meaasftware toggling the necessary JTAG signalgsB
mode is a mixture of software and hardware basadréeg and should normally work except when the GTA
scan frequency is an issue that is when the JTAB Bequency used by the hardware acceleratooikigh for
the CPU. In general, selecting an appropriate feguency usually depends on scan speed limitatibiize
CPU. In Burst+ mode, complete scan is controlledheyhardware accelerator, which poses some préimry]
which are not met with all CPUs. Consequentiallyr$+ mode doesn’t work for all CPUs. Burst andStrare
not supported on iONE debug tool.

RTCK speed mode is available for ARM family onlydae intended for targets which use widely varying
system clock during a debug session. For exanfglee iCPU switches to different power modes andigha
system clocks, the debugger will be able to mainsgnchronization with on-chip debug interface esemuch
slower clock. The target CPU needs to provide RBgichronization signal, which must be availablgpom11
on standard 20-pin ARM JTAG debug connector. Duextoa synchronization, top speed using "RTCK" mode
is about half as fast as "Fast" mode.
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In general, Fast mode should be used as a deédtitis If the debugger works stable with thisisetttry Burst
or Burst+ mode to increase the download speecadf mode already fails, try Slow mode at differsrgn
frequencies until you find a working setting.

Use — Scan Speed during Initialization

On some systems, slower scan speed must be usad thitialization, during which the CPU clock iaised
(PLL engaged) and then higher scan speeds careddrusperation. In such case, this option and the
appropriate scan speed must be selected.

Configuring JTAG Scan speed for the first time

Sometimes, the default JTAG scan speed needsdbarmed. A default ‘Fast’ JTAG scan speed may rookw
for all Cortex CPUs. WinIDEA may report followingessage when the debug connection cannot be ebtablis
due to too high debug JTAG scan speed:

Errar 175: ITAG chain error. Check barget WCC and Erulation Options [ 1TAG Pasition
Error 176: Cannot stop CPU after startup,

Select ‘Slow’ JTAG scan speed and try differentsilde JTAG frequencies when initial debug connectio
cannot be established.

Emulation Dptions Ei |

Hardwafel CFU Ilnitializatian JTAG |

Scan speed ISIDW j I'lUUU j kHz  Murber of idle TCK: IU_
[ Usze ISIu:uw j |5EID j kHz zcan speed durng initialization

v Thiz iz the single device in the JTAG chain

| Erefiz IU [0 Frefiy IU
| Eastfie ID [E Easti IEI

Ok I Cancel Help

In general, it is recommended to use the higheskiwg JTAG scan speed for the optimal debug peréoree.
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3 CPU Options

3.1 General Options
x|

Options | Debugging I Resst I Advanced I Exceptions I

™| Ml Enabled swhen Stopped

[T Intermupts Enabledishen Stopped

[ Hard Intemupt Disable When Stopped:

[ Stop CPU Activities When Stopped

[T | Test Mode

[~ Cache downloaded code only {do not load to target)

QK I Cancel Help

Hard Interrupt Disable When Stopped

When this option is checked interrupts will be dadbmmediately after program execution resumes.
Otherwise, the CPU must execute a couple of instns before returning to the program to determihether
interrupts were enabled when the CPU was stoppesselextra instruction executions can prevent task
preemption when an interrupt is already pending.

Stop CPU Activities When Stopped

When the option is checked, all internal periprgeli&ke timers and counters are stopped when thikcagtipn is
stopped. Otherwise, timers and counters remainimgrmhile the program is stopped. Usually, whendpgon
is checked, the emulation system behaves morestentliy while stepping through the program. Whibénlg
aware of the consequences, it is up to the usethehéhe option is checked or not.

For instance, it's is recommend that a timer, whyeherates interrupts, is stopped when the apylica
stopped. Otherwise, the CPU would first servicealiding interrupts (generated by the timer witike t
application was stopped) after the applicatiore@&imed. Such behaviour is far away from the atielaviour
of the target application.

Note: This option is available for specific microtwller families only. ST STM32 features this gptisince
there is a configuration register for this.

NXP LPC17xx doesn’t seem to have a special cordiiom register, but during a debug session, théeBys
Tick Timer and the Repetitive Interrupt Timers atgomatically stopped whenever the CPU is stoppéiuker
peripherals are not affected. If the Repetitivednipt Timer is configured such that its PCLK riatéower than
the CPU clock rate, the RIT may not increment miadily during some debug operations, such as single

stepping.

Some Luminary Micro Stellaris devices have STALagS in regular peripheral registers. These can be
controlled from the application code that uses piegiipheral. Other than that, SysTick timer stap®matically
during debug mode.
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Cache downloaded code only (do not load to target)

When this option is checked, the download filed mdt propagate to the target using standard deloumload
but the Target download files will.

In cases, where the application is previously pogned in the target or it's programmed througtflésh
programming dialog, the user may uncheck 'Load 'dodée 'Properties’ dialog when specifying thbudtg
download file(s). By doing so, the debugger loadly the necessary debug information for high level
debugging while it doesn't load any code. Howegslehug functionalities like ETM trace will not wotlken
since an exact code image of the executed codejisred as a prerequisite for the correct tracgrara flow
reconstruction. This applies also for the call ktas some CPU platforms. In such applications, d_oade'
option should remain checked and 'Cache downloaddd only (do not load to target)' option checkesidad.
This will yield in debug information and code imadgaded to the debugger but no memory writes will
propagate to the target, which otherwise normaiadithe code to the target.

3.2 Debugging Options
x|

Optione  Debugging |F{ese‘t I MNP LPCI Advancedl Exceptions I

Execution BPs

Simulate instr. step INeuer 'I
Ext. Ozcillator clic |12DDD leHz

™ Boost CPU clock after RESET

ok | Cancd |  Hep |

Debugging Options for NXP microcontrollers

x

Options  Debugging |He5et I M\rancedl Exc:eptinnsl

Execution BPs IHan:Iware "'I
Simulate instr. step INever vl CPU clock |1DDDD kHz

OK I Cancel Help

Debugging Options for non-NXP microcontrollers
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Execution Breakpoints
Hardware Breakpoints

Hardware breakpoints are breakpoints that aredjrpeovided by the CPU. The number of hardware
breakpoints is limited to six. On Cortex-M3, hardev@xecution breakpoints can only be used in Cqae&
area. If the option 'Use hardware breakpointsiscted, only hardware breakpoints are used forieian
breakpoints.

Note that the debugger, when executing sourcedgbpg command, uses one breakpoint. Hence, when all
available hardware breakpoints are used as execoiteakpoints, the debugger may fail to executeidgesibep.
The debugger offers 'Reserve one breakpoint fdr-ldgel debugging' option in the Debug/Debug
Options/Debugging’ tab to circumvent this. By déif¢his option is checked and the user can uncliteck
anytime.

Note: On Cortex-M3, hardware execution breakpoints can oly be used in Code Space aredhe hardware
execution breakpoints do not work in the embeddaiicsRAM, if the RAM is mapped outside Code Space
area. However, Cortex-M3 contains a DWT componghich provides flexible hardware comparators treat ¢
be used as data or instruction fetch watchpointseMa comparator is used as an instruction fet¢bhpaint, it
effectively works like an execution breakpoint

Software Breakpoints

Cortex debug cores provide six hardware breakpoivitich sometimes prove insufficient. The debugrger
use unlimited software breakpoints to work arourid kimitation. Debugger uses dedicated ARM sofewvar
breakpoint instruction to implement software brezkps.

When a software breakpoint is being used, the prodirst attempts to modify the source code byipga
break instruction into the code. If setting softevareakpoint fails, a hardware breakpoint is usstead.

Depending on the microcontroller family the debuggatures unlimited software breakpoints in therinal
CPU flash too (available for STM32, LPC13xx, LPCg&And Stellaris). Time to set or clear the breakpoi
depends on the debug JTAG scan speed, CPU clask, $lector size and the flash technology.

Simulate instr. step

‘Never’ is selected by default. When run or sowstap debug command is executed from a BP locétien,
debugger first clears BP, executes single step,bsetk the original BP and then resumes the apiglicaill

this is done in background hidden from the userc&setting and clearing software flash breakpzantbe very
time consuming, a new approach was introduced, wdilmulates the first instruction at breakpointradd
without requiring clearing and setting the softwlash breakpoint. Thereby, the user can selecA$H SW
BP’ in order to speed up the debugging. Not alfrirgions can be simulated successfully (e.g. cogssor
interaction). If the option yields erroneous bebavset back to the default setting.

CPU clock

This setting is available for non-NXP microconteoi while for NXP microcontrollers alternative ‘Ext
Oscillator clk’ setting is available.

When using SWO trace, the user must enter the C&dliéncy at which the target application runs. The
debugger uses this value for SWO trace clock raterealculation.

Ext. Oscillator clk

Before performing first debug download, which aisograms the code into the flash, the user mustent
frequency of the external oscillator connectechtarget CPU. Based on this value, flash programgmi
procedure will calculate CPU frequency wheneverrigcessary and feed it to the NXP API functiongwhare
used for programming the flash and are part ofdR& firmware already.

Note: This setting is available only for NXP des@nd at the same time obligatory for these devices
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Boost CPU clock after RESET’

Flash programming can be speed up by raising CBgiuéncy via CPU PLL module before flash programming
takes place. This is done by checking the ‘Boodt €lck after RESET’ option The debugger enables an
configures CPU PLL before the flash programminstésted. Note that the CPU PLL remains configurfeet a
the debug download and the debug reset. Therdfoaminot be assumed that the PLL is disabled wilenser
opens a debug session to debug the application Theeuser startup code must follow the steps destin the
CPU User Manual to disconnect the PLL and reconéigiu

Note: This option is available for NXP devices anly

3.3 Reset
x|
Advanced I Exceptions | Exdemal WDT
Opfors |  Debugging Reset |  NxPLPC

™| BESET from taraet enabled

™| Synchronize start from reset on target BESET
I™ | lgnore target RESET after IK— 13
I™ Latch target RESET

™| Stop after target RESET

BESET autput I-:-pen Drrain j
RESETmethod  |Regular =]

RESET duration I'I 0 ms
Post RESET delay I'I 0 ms

oK I Cancel Help

Latch target RESET

When the option is checked (default), the debutggehes active target reset until it gets processkis yields
a delay between the target reset and restart afpthlcation from reset. If this delay is not adedye for a
specific application, the option should be uncheéclken example is an application where the CPU is
periodically set into a power save mode and thekewaup e.g. every 6ms by an external reset cirbuguch
case, a delay introduced by the debugger would yipplication not operating properly.

When the option is unchecked, it may happen tleatldbugger does not detect the target reset alhbegCPU
gets reset. The debugger polls the CPU statusnedtper second while the target reset can occugtimeen.

RESET method

Different reset methods are possible due to thblenas arising from various wiring of the TRST (JTA&set)
and the SRST (system/CPU reset) signals in thetargnside the SoC (System on Chip). It is recanded
that these otherwise independent signals are motembed together. However, sometimes they arddigether
which can then conflict with the debugger contrajlthe target microcontroller.

A default reset method is ‘Regular’. If it's not vking, then try ‘SoC’ (if available) and last ‘Stapd preset’.

Note: ‘SoC’ reset method should be used for NXP LB& microcontrollers.
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When a ‘Regular’ method doesn’t work, it is reconmubed to put a short delay respectively a code fietting
the CPU peripherals at the beginning of the apiiioa This ensures that the CPU peripherals dcet't g
configured before the debugger takes the contret the microcontroller. Nevertheless, keep in nilvat CPU
peripherals might not be in its reset state afterdebug reset when not using a ‘Regular’ resethodet

Regular

This reset method assumes that TRST and SRST sigreakeparately connected from the microcontroller
to the target debug connector. When the debugmessinitialized, first a debug module is reset thie
TRST while the microcontroller is held in reset thi@ SRST, preventing the core to run. The SRST is
released after the debug module has been confidarestop the core after the CPU reset'.

Stop and preset

Also called a software reset method because it doepropagate to any hardware signals. When debug
session is initialized, the debug module is readtthe system reset (SRST) is released. Core nsstiopped
via a debug command and its execution point iscsegset value by modifying the program counter. As
with SoC method, system is left running from poweruntil the core is stopped.

Note: With this method, the core and peripheradsrent reset on debug reset command.

SoC

SoC stands for System on Chip reset. This is aoddbased on a mechanism implemented in the CPU’s
SoC. This mechanism enables to reset the coredédag command. It is implementation specific waeth
it also resets CPU peripherals. When the debugoseissinitialized, system reset is released areddisbug
module is reset. Next, the debug module is coniduo stop the core after the CPU reset is released
Afterwards, a reset command is issued to the delndyule, which yields resetting the core (and uguall
peripherals) and stopping it.

Note: From power-on reset, the core and the agitaode are already running for a short periotdroé
while the debug module is being configured forfitst time.

RESET Duration

The width of the RESET pulse is specified here.

Post RESET Delay

Typically, the on-chip debug module is reset corentty with the CPU. After the debugger releases@PU
reset line from the active state, the on-chip defodule can require some time (delay) to becomeatipaal.
This time can also depend on any additional resetitry on the target system. The default delapga
normally allows the debugger to gain the contr@rahe CPU. If a debug connection fails, try difer delay
values to try and establish the debug connection.
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3.4 NXP LPC

x

Cptions I Debugging I Resst NXP LPC |M\ranced | Exceptions |

I~ Preset MEMMAE 7 SYSMEMREMAR: 2 HEx

QK I Cancel Help

Preset MEMMAP / SYSMEMREMAP
When the option is checked the debugger presetdEXKEREMAP register.

Note: This option is available for NXP LPC13xx dfiC17xx family only.

3.5 Advanced Options

x

Optionsl Debuggingl Reset I NXP LPC Advanced |Emceptions|

[~ PC {Program courter) ID HEX
Debug Protocol ISWD vl Width

Trace Protocol |TH,’-‘-.CEj |£H:.'rt j

W Initialize trace port at startup

" Cwemide startup register values

" Maodules

QK I Cancel Help

Advanced options
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Override startup register values

This option overrides the default Program Courgeet value with the value set.

Debug Protocol

Two interfaces for debug are available:
Serial Wire debug port (SWD)
JTAG debug port (JTAG)

A microcontroller can have both or only one debugtqrol implemented. By default, the JTAG debugt fr
active (valid for STM32 and LPC17xx). Once in JTA€bug mode, the debugger can switch to Serial Wire
Debug mode. This is possible because JTAG TMS & Jignals are mapped to SWD SWDIO and SWCLK
signals. The debugger sends a dedicated sequeacthege two signals and disables JTAG debug pdrt a
enables Serial Wire Debug mode.

Note: NXP LPC13xx family features SWD debug integanly.

If there is a target debug connector exposing T#&G]debug interface, the debug tool connects wai20-pin
(2.54mm) ARM connector. Then the debugger can delveg

the JTAG debug interface and features no trac# at a

the SWD (Serial Wire Debug) debug interface. Thisrection is possible since SWD signals are
shared with the JTAG signals. With SWD interfac&/@ trace becomes available too.

If there is a target debug connector exposing IMDSlebug interface only, the debug tool connecisti@ 20-
pin (1.27mm or 2.54mm) Cortex connector. In thisegahe debugger controls the CPU over the SWDg|Ser
Wire Debug) debug interface. Per default SWO t(aeeial interface) is available over the SWD iraed too.

The Cortex-M3 device can additionally provide pkelatace signals on the 20-pin Cortex debug cotanec

Depending on the implementation, trace port careHa\2 or 4-bit size. Typically LPC17xx and STM3ites
feature 4-bit parallel trace port.

CPU Setup ]|

Dptinnsl Debugging  Advanced | E:-:u:eptiu:uns' Euternal wDT I

" Qverride startup reqgister values

¥ PC [Program counter) IEI— HEx
[Debug Protocol ISWD vI width

Trace Pratocol ITH.&EE j 4-bit j
Thit
todules 2-hit
( W DWTATM [~ ETM

QE. I Cancel Help
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Trace Protocol, Width and SWO prescale

Cortex microcontrollers provide different ways @fde output.
Asynchronous mode (SWO)

The asynchronous mode requires 1 extra pin anhitahle on all packages. It is only available sfng
SWD mode (not in JTAG mode).

When “SWO?” is selected, then a single wire asynobus trace protocol is used. For SWO protocol, the
asynchronous clock prescaler must also be spedDi¢d-FF hex). Trace clock for SWO is derived frtira
asynchronous reference clock using following foranul

SWO output clock = asynchronous_reference_cldtkt prescaler value)

Asynchronous reference is usually the CPU cloclkcvis required to be specfied in the Emulation Qi

CPU Setup Debugging CPU clock option. On some CPUs(NXP17xx) winIDEAanatically
calculates the CPU clock and only requires extecnaltal frequency to be specified if clock configtion
uses external crystal.

Note: Depending on the CPU clock rate and qualityaxe line on the target it may be necessarystal
SWO prescaler value greater than 0 in order tagetlid trace recording. Higher prescaler valimsse the
trace port output data rate to drop which may teéautace protocol overflows, again dependinglom t
amount of trace data that is being emitted by theetsources (ITM software instrumentation, DWTéra
packet generation). On the other hand, higher plesgalue might be required to get trace sign@ in
frequency range where it can be reliably recoriféihl DEA also outputs an error message when it detec
that it can not record reliably.

Note: winIDEA configures SWO to operate in NRZ(UARTode which requires accurate CPU clock. If
CPU clock is not accurate enough, SWO trace reognaiight not work. Internal oscillators on some GPU
exhibit higher levels of inaccuracy which preveatsuccessful SWO trace recording in UART mode. This
has been observed on Luminary Micro controllerse Sblution is to configure CPU clock to use an ek
oscillator.

Synchronous mode (TRACE)

The synchronous mode requires from 2 to 5 extra gapending on the data trace size. In additien it
available in JTAG and SWD mode and provides bé@adwidth output capabilities than asynchronous
trace, where program trace overflows are somethamgal (ETM). Another advantage of the synchronous
trace is the exact time information, which makesfif@r results trustworthy.

For “TRACE” protocol, the parallel port width mus¢ selected (1-4 pins) depending on the target
microcontroller. Existing LPC17xx and STM32 devideature 4-bit parallel trace port.

Note: LPC17xx trace pins are not enabled afteitRe) reset. It is recommended that the user endides
through winIDEA initialization sequence. Writing @000008 to the LPC17xx PINSEL10 register enables
trace function on pins P2.2 through P2.6. Make thaethese ports are not used as GPIOs in thettarg
when trace port operation is required.

Initialize Trace Port

At the time of writing this document, this optioashno meaning for Cortex-M3 devices but may chamgee
future.

On some CPUs trace port cannot be initialized hginitialization sequence (.ini) and has to beedivom the
debugger. This is the case for ARM9 NetX deviceemetthis option was introduced first.
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Modules

In terms of trace capability, Cortex-M3 device qaavide ITM, DWT and ETM module. Check the modules,
which you intend to use for the trace. Before aithe modules is selected, make sure it's availablgour
particular target microcontroller. By default, DVERd ITM modules are part of the Cortex-M3 core, levttie
ETM module is optional. There can also be an opliéiTM module, which can be found on high-end costp
Cortex-M3 based devices..

Note that the trace function available for the €rii3 is functionally very different than the traibat was
available for previous ARM based devices.

Core of the DWT (Data Watchpoint Trigger) are faomparators. They are configurable as a hardware
watchpoint or a trigger to an ETM or a PC samptea data address sampler.

ITM (Instrumentation Trace Macrocell) is an appfioa-driven trace source that supports printf style
debugging to trace operating system and applicaiamts, and emits diagnostic system information.
Application can write directly to the ITM stimulusgisters to emit packets or the DWT generatesthes
packets, and the ITM emits them.

The ETM (Embedded Trace Macrocell) enables thenstcaction of program execution. Data are
traced using the DWT component or the ITM whereagictions are traced using the ETM

STM32 and LPC17xx devices feature DWT, ITM and Effiddules. Note that if the module is checked but not
present on the silicon, the debugger will pop wgaaning message when the trace is activated.

Refer to a separate standalone chapter Trace figr d&dails on trace modules and their use.

3.6 Exceptions

The core can be halted on the selected excepticiorge It is recommended to select the exceptidnistware
not handled in the application. By doing so, thpligation stops on such unexpected event.

x
Optionsl De-buggingl Fesst I MNXP LF‘CI Advanced Exceptions |

Debug mode entry on:

[:CORERESET - halt when local reset occurs
HARDERR - hardware fault exception

QK I Cancel Help

CPU setup, Cortex-M3 exceptions page

The debugger will cause the CPU to enter debug mdddm the CPU enters an exception which has been
marked for debug mode entry in the exceptions page.
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4 Access Breakpoints

Access breakpoints feature on Cortex-M3 based M8 \gsovided by the DWT (Data Watchpoint Trigger)tun
The DWT can also be used by the optional trace lirptovides up to 4 comparators which supportriretion
address, data address, data value (comparatoy)llastd CPU cycle count matching (comparator O orExact
level of comparator function support depends orXWT implementation on a particular microcontrallEor
instance, DWT comparators on some microcontroligay support only address matching and no data value
matching, others may implement both address aralv@dtie matching.

winIDEA performs run time check of available delvegources (number of comparators, data value casgoar
...) when access breakpoints are configured andatetly and pops up a warning when some of configured
resources are not supported by the microcontroller.

Each DWT comparator can be configured to perforstrirction address or data address matching whlie on
comparator 1 can additionally perform data valuéciiag. Comparator O can also be configured togoerf
CPU cycle count matching. When a comparator detentatch, it will take the specified action.

Note: The DWT unit is shared between access bréatgpand trace trigger. Consequentially, DWT usgdie
debug functionality is not available for the otlfigmctionality. In practice this means that no trédgger can be
set on data access when access breakpoint is apediglready and vice versa.

Hardware Breakpoints [ x|
DWT | Action I
¥ Enabled
1 Comparakor G-{inskruction Febch = | —1 Comparator 1—|Instruction Fetch ~]

Address I— J Ignore L5E bits IE ¥ &ddress 1 l— J Ignore LSE bits IE
[T address 2 I— J Ignore L6 bits IE
I~ Dats [F e DetaSize 18 bk 7]
Cyole counter ID— HE%

Aiction |stop cPU =l Action Jstap cPU =
— Comparator 2-|Instruction Fekch L,i — Comparator 3-|Instructi0n Fetch VI

Address I J Ignore LSE bits ID Vl Address I J Ignore L6 bits ID VI

Action Jstop cru | Action stop CPU |
Wizard... | (814 I Cancel Help

Cortex-M3 hardware breakpoints dialog

Above access breakpoints dialog is generic for&xel3 based microcontrollers. The actual dialogdeiw
displayed for a specific M3-based microcontrollégim hide some of the controls, depending on theac
DWT hardware implementation on the chip.
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Enabled

This is a global enable/disable control for acd#esikpoints. If this is not checked then all corapans are
disabled.

Comparator N

This combo box selects the function to be perforimg@omparator N. The following comparator funcicare
available:

“Instruction Fetch” - address matching on instiarctfetches

“R/W access” - address and/or data value matchinigoth data read and data write accesses
“Read access” - address and/or data value matcimmtata read accesses only

“Write access” - address and/or data value matcbingata write accesses only

“Cycle counter” - comparator performs cycle coumtetching

Note: Not all functions can be performed on all pamators at the same time. For example, if compafais
configured to perform data address and data vahtehing at the same time, then one of the remaining
comparators (comparator 3) will be disabled siteedsources are used by the function of compatator

Address, Address 1, Address 2

Specifies the address, which will be compared with address on the CPU address bus during theidtisin
fetch or data access. Comparator which performstfiistion Fetch” address matching can use a sexdgigess
only. Comparator that only performs address comparion data accesses can also use a single addigss
However, comparator 1, which performs data valuéchiag can either do no additional data addressmivag
or it can perform additional data address matchsigg either one or two addresses. When using dudhesses
besides data value matching, the two addressesare way connected to each other (do not formreea
together).

Ignore LSB bits

Specifies how many least significant address bgg@be ignored by the comparator when lookinghfiatch on
address bus.

Use ‘Ignore LSB bits’ field next to the Addressldig¢o mask lower address bits when it's requiredtp the
application on address range match.

Data
Specifies the data value that is to be comparehsigie data bus during data access cycles.

Note: When data value field is set, Comparator &bees unavailable since its hardware resourceasze for
data value comparison.

Data size

Specifies the size of data used in comparator lllzganatching.

Cycle counter

Specifies the value of the cycle counter at whighdomparator is to trigger a match.
Note: This option is available for Comparator Oyonl

Action

Only two actions are available for each DWT. Whasn DWT is used for access breakpoints, action "€ep"
stops the CPU when comparator detects a match. WikeeDWT is used by the trace, action "generate
CMPMATCH output" outputs a trigger on comparat@edPMATCH output signal from DWT hardware. On

O iSYSTEM, May 2011 18/51



Cortex-M3 microcontrollers which also contain anNEfrace unit besides the DWT unit, the CMPMATCH
output signals of DWT are connected to ETM's Emeed€E inputs and can be used as trace enable and

trigger controls.

Yactn]

[ Enabled

—IW Comparator U—IRead Access ;li
Address I FdwTestWord J Ignore LSB bits ID 'l

—Iv Comparator 1—|Wrihe Access Lli
[V Address 1 W J Ignore LSB bits IE

[~ Address 2 I J Ignore LSE bits I':' vl
|V Data 1200 HEX Data Size |32 bit vl
Cycle counter I 0 HEx
Aehion Is::-'J CPU j Ackion Is::-: CPU j

Instruction Fetch ¥ | 1| Comparator 3-|Instruction Fetch 7|

I J Ignare LSE bits I':' vl

— Comparator 2

Address I J Igmate LSE bits Ic- vl Address

j ki Is::-n CPU j

Aekinm IS::-'J CPU

Above screenshot shows how to configure the DWT tmistop the application, when the CPU reads the
dwTestWord variable or when it writes 0x1200 to &#2ebit variable iCounter.

5 Real-Time Memory Access

Cortex debug module supports real-time access. Waittdow’s Rt.Watch tab can be configured to in$pec
memory in real-time. Optionally, memory and SFRdgws can be configured to use real-time accessls w

Real-time access on Cortex is native and stealsyales from the CPU. The more data is being watcrel
the higher the frequency, the more effect it ismmgdio have on the target application.

In general, it is not recommended to use real-tieeess for Special Function Registers (SFRs) wind@Nong
as the number of real-time access requests staysHe application execution time stays almostdnta
However, if SFRs window or memory window is updatéreal-time access, the application may start
behaving differently due to the stealing too mauoyg bycles from CPU.

When a particular special function register needset updated in real-time, put it rather in the\Ratch tab
(don't forget to enable real-time access in thesSkRdow but keep SFRs window closed or alternatigpen
but with SFRs collapsed). This allows observingacsal function register in real-time with minimuntrusion
on the application.
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6 Internal Flash Programming

6.1 ST STM32 Family

The debugger loads the code directly into the irateflash memory through the standard debug dowinloa
Based on the selected CPU, the debugger identifigsh code from the download file fits into theemal flash,
and loads it to the flash through the flash programg procedure hidden to the user. The flash progreng
procedure is implemented using flash programmibigiies provided by ST. All other code, allocatetsale of
the flash boundaries, is downloaded to the tatgeugh the standard memory writes.

Setting Up Flash Programming

Select the ST STM32 family in the CPU list and se$pecific target CPU in the ‘Custom CPU variaminbo
box.

x
Hardware CFU |In'rtia|izatiun I JTAG |
Family POD/CARD/ATAG CPU
[ARM | [ARM7 Cortex-M0
ARM3 Cortex-M1
Cortex-M3
CPU Setup... | Cortex ETMiTRACE GT iMx51
Cortex TRACE iTraceGT NXP LPC1Tex
Set Default | ETM7iTRACE NXP LPC1%ex
ETM7iTRACE GT NXP LPC1 e
ETM7iTRACE PRO OMAP 35«
Initial Endian |'—'ff“E :l' ETM3 :TRACE STM32
ETM3iTRACE GT TMS4TOMSF542PZ
ETM3iTRACE PRO TMS570
MAC oot iTRACE PRO
TMSx70 Cortex
KScdle Custom CPU variant

STM3IZF107VE

0K I
Based on the selected CPU, belonging flash dewcars in the ‘FLASH Setup...” dialog (Hardware menu).

FLASH Setup

On-Chip | Custom |

Canced |  Hep |

X

Bemove

Edit...

i

Apply | Help |

Press Edit in order to open the configuration djalss an alternative to the ‘Verify Download® debcgmmand,
it is recommended to check the ‘Verify' and the ‘e fly’ options, which yield reading back the grammed
data after the write command ends and compariwglitthe data, which is still kept in the flash gramming
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data buffer. This operation is performed by thelfl programming monitor and is thereby much faster
comparing to the ‘Verify Download' debug commandhieh reads back the memory through a relativelwslo
debug JTAG interface and then compares it withditvenload file.

Device x|

 Device Exclusions
Manufacturer I 1) j Add...
Device | STM32F 10xB_128KB | Remove |
Version I (default) j
Name | ST STM32F 10xxE_128KB

~ Options

Address in CPU space HEX — Manitor
[ Mass erase before download Monitor load (RAM) address HEX
[ Use monitor RAM exdusively  Size W HEX
[ Allow download only Maximum operation imeout IIZI— 5
[T cache contents [ Use custom monitor |UMI_STM32‘F101(1(688.532
i ¥ On the fly From folder | C:\winIDEA\20 10\FLASH

Note: ‘Verify on the fly’ performed by the flashg@ramming monitor will not report errors when debug
download file contains the code residing outsidéhefflash (e.g. code exceeding the physical fldskkrifies
only the stuff that gets written into the flashr Bwat purpose, the 'Debug/Verify' is the foolpromdl to use.

When ‘Mass erase before download’ option is checlteeldebugger first erases complete flash and then
programs it. If the option is unchecked, only nseeg flash sectors are erased before the progragnmin

Troubleshooting

In case of flash problems, check if the FLASH_A@Rister is configured according to the core systkrok.
Different number of wait states must be set fofedént core system clock (Sysclock < 24 MHz, 24M#Hz
Sysclock < 48 MHz, 48MHz < Sysclock).

6.2 NXP LPC17xx & LPC13xxFamily

The target application may not run properly duevaoious factors. The following text might be verglpful
when troubleshooting the CPU startup problems. Riefehe CPU User Manual for more details on theJCP
startup.

LPC17xx Startup

The flash boot loader code is executed every thraepart is powered on or reset. The loader canusdloe ISP
command handler or the user application code. A LBVE| after reset at pin P2.10 is considered dereal
hardware request to start the ISP command hamisuming that power supply pins are on their noiriangels
when the rising edge on RESET pin is generatedait take up to 3 ms before P2.10 is sampled and the
decision on whether to continue with user codeS@t handler is made. If P2.10 is sampled low and the
watchdog overflow flag is set, the external hardwaquest to start the ISP command handler is éghdf
there is no request for the ISP command handlezutiom (P2.10 is sampled HIGH after reset), a $e&made

O iSYSTEM, May 2011 21/51



for a valid user program. If a valid user progranfiound then the execution control is transferceid. if a valid
user program is not found, the auto-baud routinevisked.

Pin P2.10 is used as a hardware request signisfoand therefore requires special attention. Sr&0 is in
high impedance mode after reset, it is importaat the user provides external hardware (a pullesgstor or
other device) to put the pin in a defined statdne@tise unintended entry into ISP mode may occur.

When ISP mode is entered after a power on resetR8 and PLL are used to generate the CCLK of481.7
MHz.

Criterion for valid user code

The reserved Cortex-M3 exception vector locatidoffset 0x 001C in the vector table) should contaim2's
complement of the check-sum of table entries Ouinds. This causes the checksum of the first &tabtries to
be 0. The boot loader code checksums the first&ions in sector 0 of the flash. If the resuld,ishen
execution control is transferred to the user code.

If the signature is not valid, the auto-baud rogitiynchronizes with the host via serial port 0.

LPC13xx Startup

The flash boot loader code is executed every thraepart is powered on or reset. The loader canusdloe ISP
command handler or the user application code, oage of LPC13xx it can obtain the boot image aateched
MSC device through USB. A LOW level during resepat PIO0_1 is considered an external hardwareestqu
to start the ISP command handler or the USB deaeeneration without checking for a valid user ctids.
The state of PIO0_3 determines whether the UARUSB interface will be used (refer to CPU user mafora
more details).

Assuming that power supply pins are on their nofrieagels when the rising edge on RESET pin is getes, it
may take up to 3 ms before PIO0_1 is sampled amdéhkision on whether to continue with user cod&Br
handler/USB is made. If PIO0_1 is sampled low dmwatchdog overflow flag is set, the external hane
request to start the ISP command handler is igndféakere is no request for the ISP command handle
execution (P100_1 is sampled HIGH after resetgach is made for a valid user program. If a vatidr
program is found then the execution control isgfarred to it. If a valid user program is not foutite auto-
baud routine is invoked.

Pin PIO0_1 is used as a hardware request signéFotJART/USB and requires special attention. Since
P100_1 is in high impedance mode after reset,iihjgortant that the user provides external hardvagull-up
resistor or other device) to put the pin in a dediistate. Otherwise unintended entry into ISP nmoalg occur.

Note: The sampling of pin PIO0_1 can be disableduyh programming flash location 0x0000 02FC
Criterion for valid user code

The reserved Cortex-M3 exception vector locatidonfiset Ox 001C in the vector table) should contam2’'s
complement of the check-sum of table entries Ouiincs. This causes the checksum of the first &tabtries to
be 0. The boot loader code checksums the first&ions in sector 0 of the flash. If the resuld,ishen
execution control is transferred to the user code.

If the signature is not valid, the auto-baud roaitilynchronizes with the host via serial port Oawtb from the
USB port (PIO0_3 is sampled high).

Flash Programming

The debugger programs the code directly into tterial flash memory through the standard debug thmaen
Based on the selected CPU, the debugger identifigsh code from the download file fits into theemal flash,
and loads it to the flash through the flash progrémg procedure hidden to the user. The flash progreng
procedure is implemented using NXP IAP (In-ApplioatProgramming) interface being already part ef th
CPU Flash Boot Loader firmware. All other codepedlited outside of the flash boundaries, is dowrdddd the
target through standard the memory writes.
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Note: Proper target CPU must be selected in thedWare/Emulation Options’ dialog since correspogdiash
programming procedure is selected based on thetsdl€PU.

Due to the CPU requirements, winlDEA extracts teeassary interrupt vectors from the download fééole
programming a 32-bit value to the 0x1C address,emdke 2's complement of the check-sum of theseorec
and programs the calculated value to the 0x1C addikhis yields the CPU starting from the user cfter the
reset. Consequentially, when ‘Verify download’ isnfigured, it's executed after the debug download the
user would normally get error at address 0x1C stheeprogrammed value doesn’'t match with the onthén
download file. The user can ignore this error ojusidhis download file in a way that a 32-bit valatethe
address 0x1C contains proper value, which resultee CPU start executing the user code aftergbetr The
alternative is also to skip verifying 4 bytes atlass 0x1C. Below picture shows the necessaryngeitti the
Download dialog.

x

Frocesses | Download Files  Options |Targe¢ Download | Endian | Thumb | Cwverays |

— After download
Auto download I:’-‘d’ter link j v Verfy

Before download IHeguIar inttialization j [ IG-: to program entry point j

)
[ I Run until ... j

Physical 0OOD001C - DO0000TF (4)

ul Perform these actions also
after Debug/CPL) Reset

W~ Show load map i load emors
ocour

Target dowrload |None {defautt) j

oK I Cancel Spply Help

Code Read Protection (CRP)

Code Read Protection is a mechanism that allowstassable different levels of security in thetsys so that
access to the on-chip flash and use of the ISBeasstricted. When needed, CRP is invoked by progring a
specific pattern in flash location at 0x000002FC.

If value 0x12345678 is programmed to the addre250x(CRP1), access to chip via the JTAG pins ighléd,
which means debugger can no longer have controltbeeCPU via the JTAG debug interfatience, use code
read protection with caution.

Setting Up Flash Programming

Select the NXP LPC13xx or LPC17xx family in the CH3fl and select specific target CPU in the ‘CusioRrU
variant’ combo box.
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Next, it's highly recommended that SWD debug irdeef is used, which also yields good flash programgmi
performance. SWD debug interface can be used riegardf the target debug connector used in theta8yvD
debug interface can be used with all of them inclgavith 20-pin ARM target debug connector.

x

Optinnsl Debuggingl Feset I NXP LPC Advanced |Emception5|

[~ PC (Program courter) II} HEX

Diebug Protocll |SWD L_)Mh
Trace Protocel  TRACE | [4bt =]

" Cwemide startup register values

[ Initiglize trace port at startup

Modules
{ W DWTATM | ETM [~ HTHM

Ok I Cancel Help

Before performing first debug download, which aisograms the code into the flash, the user mustent
frequency of the external oscillator connectechtotarget CPU. Based on this value, flash progrargmi
procedure will calculate CPU frequency wheneverrigcessary and feed it to the NXP API functionglwhare
used for programming the flash and are part ofdR& firmware already.
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After reset the LPC17xx CPU operates at relatigdyv frequency comparing to the maximum CPU fregyen
For this reason, flash programming is relativetusl

Flash programming can be speed up by raising Ceguéncy via CPU PLL module before flash programming
takes place. This is done by checking the ‘Boodt €lck after RESET’ option in the ‘Debugging’ takthe
debugger enables and configures CPU PLL beforflakk programming is started. Note that the CPU PLL
remains configured after the debug download andiéieig reset. Therefore it can not be assumedhhdLL

is disabled when the user opens a debug sesst®btay the application code. The user startup cags fallow
the steps described in the CPU User Manual to disact the PLL and reconfigure it when used by angett
application too.

Note: In order to download the code into the CPU intkfiaash, the user doesn’t need to setup any imtdibn
sequence (.ini).
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There is additional flash programming related sgitivhich affects the target CPU. It concerns tHeEMAP
(LPC17xx) and SYSMEMREMAP (LPC13xx) register. Th& MMAP/SYSMEMREMAP register selects
whether the ARM interrupt vectors are read fromtibet ROM, the flash, or the SRAM. If the option is
checked, the debugger presets the MEMMAP/SYSMEMRPM@égister after the CPU reset before any other
debug action takes place.

If ‘Preset MEMMAP / SYSMEMREMAP’ option is not chked, flash programming procedure sets
MEMMAP/SYSMEMREMAP value to 2 (flash visible at OQx@rograms the flash and then restores the ofigina
MEMMAP/SYSMEMREMAP register value. Such setting Weuyield verify errors, if debug verify is
performed after the debug download, when programramempty flash on LPC13xx/17xx device. It's bessau
the flash programming procedure restores origiesetr MEMMAP /SYSMEMREMAP register before the
debug verify is performed and in this case thiddgdlash memory no longer visible at the time lvé debug
verify. Note that after reset, erased LPC13xx/1dexice boots with MEMMAP/SYSMEMREMAP = 0. In such
case it might be more predictable behavior wheriRneset MEMMAP / SYSMEMREMAP’ option is checked
and CPU keeps this value after the debug downlad t

Based on the selected CPU, belonging flash dewcars in the ‘FLASH Setup...’ dialog (Hardware menu).

Press Edit in order to open the configuration djalo
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As an alternative to the ‘Verify Download’ debughmmand, it is recommended to check the ‘Verify' dinel
‘On the fly’ options, which yield reading back theogrammed content and comparing it with the irgaia
during the write process. This operation is perfed by the flash programming monitor and is thenmaiogh
faster comparing to the ‘Verify Download' debug aoand, which reads back the memory through a relgtiv
slow debug interface and then compares it withdihvenload file.

Note: ‘Verify on the fly’ performed by the flashggramming monitor will not report errors when debug
download file contains the code residing outsidéhefflash (e.g. code exceeding the physical fldshgrifies
only the code that gets written into the flash. that purpose, the 'Debug/Verify' is the foolpramdl to use.

When ‘Mass erase before download' option is checkbhd debugger first erases complete flash and then
programs it. If the option is unchecked, only neeeg flash sectors are erased before the progragnmin

Troubleshooting

If flash cannot be programmed, first perform debeggt only, then open memory window at address
0x1000_0000 and try to modify the content of thechip SRAM. In case of problems, try to decrease
JTAG scan speed and try different reset duratiahpast reset delay.

Check if SWD debug interface is selected in theUCFetup/Advanced’ dialog.

Check if clock of the external oscillator, whichcisnnected to the target CPU, is specified in the
‘Hardware/Emulation Options/CPU Setup/Debugging.ta

Note: When there is no valid user code (determined byctiecksum word) in the user flash (e.g. emptyjlas
or the ISP enable pin is pulled low on startup,|8f mode will be entered and the boot code willg¢he PLL
with the IRC. Therefore it can not be assumedttiaPLL is disabled when the user opens a debsipse®
debug the application code. In the application,uber startup code must follow the steps desciip#ue
microcontroller user manual to disconnect the Pllewnecessary.

6.3 Luminary Micro Stellaris Family
The debugger loads the code directly into the iateilash memory through the standard debug dowiloa

Based on the selected CPU, the debugger identifidsh code from the download file fits into thedmtal flash,
and loads it to the flash through the flash progrémg procedure hidden to the user. The flash progrig
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procedure is implemented using flash programmimgtfies provided by ST. All other code, allocatetsale of
the flash boundaries, is downloaded to the tatgetigh the standard memory writes.

When a new project is started, flash programmingtrbe configured first. Based on the selected CPU,
belonging flash device occurs in the ‘FLASH Setupdialog (Hardware menu).

Press Edit in order to open the configuration djalss an alternative to the ‘Verify Download® debcgmmand,
it is recommended to check the ‘Verify' and the ‘@i fly’ options, which yield reading back the grammed
data after the write command ends and comparwglitthe data, which is still kept in the flash gramming
data buffer. This operation is performed by thelil programming monitor and is thereby much faster
comparing to the ‘Verify Download' debug commandhieh reads back the memory through a relativelwslo
debug JTAG interface and then compares it withditwenload file.

Note: ‘Verify on the fly’ performed by the flashggramming monitor will not report errors when debug
download file contains the code residing outsidéhefflash (e.g. code exceeding the physical fldskkrifies
only the stuff that gets written into the flashr Bwat purpose, the 'Debug/Verify' is the foolpromdl to use.

When ‘Mass erase before download’ option is checlteeldebugger first erases complete flash and then
programs it. If the option is unchecked, only nseeg flash sectors are erased before the progragnmin
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7 JTAG Scan

Note: This tab is disabled when SWD debug interiaaesed (see Debug Protocol setting in chaptgr 3.3

This functionality allows the user to have accesthé JTAG chain to which the debugger is conneicteaider
to control the debugged CPU. Primarily it was desifor troubleshooting.

Operation:

Scan IR and return to Run-Test-Idle: starts ingibacscanning in current state and returns to Rest-Tdle
state.

Scan DR and return to Run-Test-ldle: starts dagarsiag in current state and returns to Run-Test-d$tthte.

Scan IR and return to Select-DR-State: startsungtn scanning in current state and returns te&ddR-State
state.

Scan DR and return to Select-DR-State: startsgtataning in current state and returns to SelectSidRe state.

Invert scan order

The data under “TDI” (DR scan only) can be scameldth orders. If this option is not checked, thérd (LSB
bit) of first byte is scanned first. If this optigg& checked, then the bit pointed by “Scan lengtts)-1" is scaned
first.

Example: TDI: 12345, Invert scan order [ ], Soamgth = 16 bits... Bit stream scanned (bit on thediefe
scanned first): 0100100000101100

Example: TDI: 12345, Invert scan order [x] , Stamgth = 16 bits ... Bit stream scanned (bit on #fedide
scanned first): 0001001000110100
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Scan length (bits)

The number of bits scanned at DR or IR scan.

ARM scan chain

Prior every DR scan the scan chain is set to tlisev

TDI

DR/IR scan input bits

TDO

DR/IR scan output bits

Reserve JTAG chain access

When this button is pressed, only the scans thrdhigtdialog will be allowed (debugger will be “gtil)
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8 Trace

8.1 General
Cortex-M3 processors come equipped with one or rirace modules of different types:
IT™M - Instrumentation Trace Macrocell (softwaretmsnentation)
DWT - Data Watchpoint and Trace (DWT hardware eveate)
ETM - Embedded Trace Macrocell (instruction andlfata trace)
HTM - AMBA AHB Trace Macrocell (address and datade of AHB bus)

The Cortex-M3 trace system is based on the Coré&ighitecture. Trace results are generated ificitme of
packets, which can be of various lengths (in teofrsumber of bytes). There are up to three sourcas
standard Cortex-M3 processor: DWT, ITM and optidd&M. Processors without ETM don’t have instruction
trace capability.

Before using trace, profiler and execution coverageck if trace related hardware settings desdribb¢he
chapter 3.3 are configured properly.

8.2 Instrumentation Trace Macrocell (ITM)

If the processor is equipped with an ITM modulés ipossible to use software instrumentation inténget
application (same concept as withintf). Software instrumentation is performed by thgeéaapplication
writing application specific values into a seriés82 ITM stimulus port registers which cause tragessages to
be output over the trace port, recorded and thgplalred in winIDEA trace window as software instamation
samples, where Address column contains the addféle ITM stimulus port register and Data colunomt&ins
the data that was written to the stimulus portstgi Using the ITM does not cause much delaytfer t
application since a FIFO buffer is used insidelffid. In any case, it's necessary to check if FIEQull before
writing to it. There is also no need to removeitirumented code producing ITM output messagen fire
application since the ITM module can be disableth@final application and no messages are output.

Before target application can output applicatiostimmentation data, the application must configamae of the
ITM configuration registers (Trace Privilege registLock Access register, Trace Enable registem).nfore
details on using ITM software instrumentation iemuapplication, please refer to ARMv7-M Architecur
Reference Manual and Cortex-M3 Technical Referdnapual.

Use Case

There are no specific settings for the ITM tracavinIDEA. The user only needs to configure the érport used
in the ‘CPU Setup/Advanced’ dialog. It can either®NO or TRACE. As soon as the application conégur
ITM and writes to one of the ITM stimulus registeise activated trace will record the emitted packe

An example code from the ST STM32 device:

/I ** ITM configuration code **

/I l'TM Lock Access Register

*((unsigned long*)OXEOOOOFBO) = OXC5ACCESS5; //Idck write access to ITM
/I I'TM Trace Enable Register

*((unsigned long*)OXEOOOOEQOQ) = OXFFFFFFFF; /EBle stimulus ports 0-31
/I 'TM Trace Privilege Register

*((unsigned long*)OXEOOOOE40) = 0x1;

/I ** application write to the stimulus port resger O
*(unsigned long*)(0XEO0000000) = 0x12;
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ITM results in the trace window

SWIP keyword can be found in the Content columnstadds for SoftWare Instrumentation Packet.

8.3 Data Watchpoint and Trace (DWT)

DWT module provides means for generating variouglare trace events which are user configurabée in
manner very similar to the way in which hardwareess breakpoints on Cortex-M3 are configured. Eh$®
because the same hardware comparators that impiéraetware access breakpoints also implement aeeet
generation based on the same types of conditi@iste used for access breakpoints. So insteadmbiag the
CPU on the specified condition match, the comparedases one ore more trace messages to be ovgruhe
trace port. The type of message(s) output is ssdduy the user.

DWT Features:

Four comparators, each of which can be configusefbliows:

- hardware watchpoint, which stops the MCU on conditnatch
- ETM trigger

- PC sampler event trigger

- Data address sampler trigger

- The first comparator can also be used to compammsigthe clock cycle counter instead of comparing
to a data address

Counters for counting the following:

- MCU clock cycles

- Folder instructions

- Load Store Unit (LSU) operations
- Sleep cycles

- Cycles per instruction (CPI)

Interrupt overhead
PC sampling at periodic intervals

Interrupt events trace
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Note: If DWT hardware comparators are used for s&teeakpoint operation, then they can not be fsed
trace event generation at the same time.

DWT hardware event generation configuration (Coifié3 only)

Interface for configuring DWT event generation limast identical to the access breakpoint configarat
interface as can be seen from the above figure€leaent generation is possible on data accessyatelcount
match only. The main difference in configuring cargtors is in the “Action” box, which offers traceessage
generation to be performed every time comparattgate a matching condition:
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Action

“Sample PC™:
Generate trace sample containing the address dfistrection that was executing at the moment when
comparator detected a matching condition. The saimphe trace window will show comparator ID in
Address column and the value of the PC in datansolu

“Sample data address™:
Generate trace sample containing the lower 16dbitise address of the memory location to which data
access was being performed by the CPU at the momtean the comparator detected a matching
condition. The sample in the trace window will shoemparator ID in Address column and the lower 16
bits of data address data column.

“Sample data value™:
Generate trace sample containing the data valuevéepresent on the data bus during the cycleniohw
the comparator detected a matching condition. $aisple will contain the comparator ID in Address
column and the data value in data column.

“Sample data address and data value”:
Generate two trace samples, first one being the senin “Sample data address” action and the semoad
being the same as in the “Sample data value” action

“Sample PC and data value™:
Generate two trace samples, first one being the seby “Sample PC” action. The second sample
generated by this action contains the data valaevths present on the data bus during the cychiah
the comparator detected a matching condition. $&t®nd sample will contain the comparator ID in
Address column and the data value in data column.

“generate CMPMATCH output™:
This action is only available when “Instructiondiet comparator function is selected. Every time the
comparator detects a matching instruction addtésdicates that via the hardware signal CMPMATCH,
whose exact hardware function depends on the ingiéation on the specific CPU.
On Cortex-M3 CPUs with ETM, these outputs are cotegto ETM's Embedded ICE inputs and can be
used as trace enable start/stop and trigger centrol

Additional trace events can also be generated barsé€brtex-M3 cycle counter feature. This is coafeg in
the “Cycle counter” group of controls:

Every x cycles

This option enables constant periodic generatiotwofof the types of events which are based orCtRe cycle
counter. The first box selects the period whictedatnes how often the event should be generated. period
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can be from 64 cycles up to 16K cycles. The sedmndselects the type of event to be generatedisrpériod,
which can be:

“Generate PC sample”:
Every time the specified period elapses DWT unit génerate a trace sample containing the curralutev
of the Program Counter.

“Generate cycle counter event”:
Every time the specified period elapses DWT unit tigger a counter event which will be outputan
trace sample.

Generate ITM sync packet

When selected, this option causes an ITM sync saiopbe output every time the specified periods#apThe
user can select among three different periods(8N] and 256M cycles).

Restart counter

Causes the cycle counter to be restarted from 0.

Profile counter events

DWT unit contains a few profiling counters whiclusa trace samples to be generated on overflowseét
profiling counters.

Enable exception trace

Turns on tracing of exception, entries and exits.

Use Case

Primarily the DWT trace is used to capture dataases. In below DWT configuration dialog, Comparétcs
configured to capture data accesses to the glaahle g_eFunctions and Comparator 1 is configtwed
capture data accesses to the variable iCounter.

Now, let’s start the trace in a running applicatiSee the next picture displaying the trace re$udta our
sample application.

‘DWT comp 0O’ text is displayed for the Comparatom@tch and ‘DWT comp 1’ text is displayed for the
Comparator 1 match in the Content column. Nexhi® text, data access type is displayed for evenyparator
match (Data write or Data read). The same DWT paickermation would be displayed for Comparatomgl &
if used.

When configuring Action field for the individual Gyparator, ‘sample data value’ was selected. Theamdd
also select ‘'sample data address [15:0] and ddweiaut that would increase the probability faxde overflows
since then more information is broadcasted foryweendition match over the relatively narrow trgcet. In
fact, there is no real need for such Action setectivhile ‘'sample data value’ is selected, the deleu obtains
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the Comparator matching address from the DWT candiion dialog and puts it in the Address columithie
trace window based on the captured packet infoonakvery DWT trace packet contains the information
which comparator generated the packet and henadetinggger can obtain the address of the captuted da
access packet from the DWT configuration dialogereithe comparator address is defined.

Additionally, in the Data column, access size shie (32-bit, 16-bit or 8-bit). Not accessed bydes grayed
within 32-bit data value.

DWT Trace results

8.4 Embedded Trace Macrocell (ETM)

The ETM is an optional debug component that enaldesnstruction of program execution. The ETM is
designed to support only instruction trace. To énaistruction trace to be supported with a low-paunt, data
trace is not included in the ETM.

Because the ETM does not generate data trace iafim the complex triggering capabilities are rtlitoo.
The ETM does not include internal comparators, tensnand sequencers. For these reason, most eéttiegs
in the standard ETM trace configuration window imM»EA are disabled when ETM on Cortex-M3 devicéds
be used.

The DWT provides four address comparators on tha das, which can also be configured to generatel ET
match input on comparator match event. These inetpresented to the ETM as Embedded ICE comparato
inputs. A single DWT resource can trigger an ETMm@vand also generate instrumentation trace dyréutin

the same event.

The four DWT comparators can also be individuatyfigured to compare with the executed PC and #iem
used to generate ETM match input. These inputsaBie presented to the ETM as Embedded ICE comparato
inputs.

Note: Using DWT comparator as a PC comparator resitlee number of available data address comparisons

Example: Trigger on a function
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Example: trigger on data
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Trace port bandwidth: Make sure that TRACE is umed not the SWD trace port.
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8.5 About trace timestamps and instruction-data cor relation

Timestamps

Trace information on Cortex CPUs is output in arfatted message protocol with high levels of congioes
This compression is especially high with prograowfinformation where a single byte message can hold
information about up to 15 sequential instructiohdditional to this compression the CPU can alseetetrace
port that is as wide as 32 bits which means thatipheisingle byte messages could be output orirtiee port in
the same clock. This could mean information abguitou64 instructions being output on the trace pothe
same trace clock transition. iISYSTEM trace hardveare assign a unique hardware timestamp only oece p
trace clock transition. This means that up to &fructions could get assigned the same hardwaestamp.
Cortex-M3 CPUs generally feature a trace portigh&tom 1 to 4 bits in size. This does not reallgyide a
much better situation for assigning timestampsesthe smallest unit of trace information is a lebytessage.
Situation is somewhat different with data traceiniation which can not be compressed as much gsgm
flow information.

Another fact to consider is that the trace subsysteCortex CPUs can contain multiple FIFO buff&ach
trace unit has its own output FIFO and if the CRIdtains multiple trace units which all share a Ergace port
output then there is yet another FIFO presentthe FIFOs distort the actual time picture of Getivity.

The consequence of having trace information outpatcompressed message protocol that must passythr
one or two FIFOs is that the timestamp which iSYBMEace hardware assigns to sampled data on tbe tra
port is already quite different from the actualeiof the first event described by the sampled dstd.to further
distort the time picture(as described earliefyer¢ are usually many events described by tracetdieén in a
single sample.

So when winIDEA trace decoder decodes trace mes$ewa a single hardware sample taken from thestrac
port it has only a single hardware timestamp afigposal. One approach would be to assign thigsam
timestamp to all instructions and data accessesddel from the single hardware sample. This apprasuld
result in a very distorted and useless time piciuteace display and even worse time picture ogpam
profiling results. In order to make the trace tipieture useful winIDEA employs a method of timeeinolation
which yields much better results in trace displagt program profiling. Still not ideal, but very disk One
should not assume that timestamps are accurabe adt few fractions of trace time resolution.

Instruction-data correlation

Cortex-M3 based CPUs feature an ITM/DWT trace uitme M3-based CPUs also feature an ETM trace unit.
Soitis possible to have both program and dateetom an M3-based CPU. ETM trace unit featured 8a M
based CPUs is ETM-M3 and is a variant of ETM wioely provides program flow trace, no data traceerkEv
though the DWT(Data Watchpoint and Trace) unit fes data tracing capability, this data trace iscapable

of providing full program data trace due to itsitel bandwidth, but is quite useful for tracing cfie data
locations or small data ranges where generated #tays withing output bandwidth limits of ITM/DWIhit.

When a CPU instruction makes a data access tatidacdbeing monitored, DWT unit will generate acta
message about this data access. However, sincedB@NTM/DWT are independent trace units with
independent FIFO buffers, there is no guaranteeevinés data trace message from DWT unit will appeshe
trace stream output from the CPUs trace port. TEngely depends on the amount of ETM program floaee
and DWT data flow trace. Most of the time a dateeas trace sample will not be displayed immediately
following the instruction that triggered this datecess. But it generally will appears in closenityiof the
originating instruction, before or after. Therenisfeasible way to correct this.
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9 Profiler

In general from the functional point of view, pttefican be used to profile functions and/or data.
Functions Profiler

Functions profiler helps identifying performancettemecks. The user can find which functions aretmo
time consuming or time critical and need to berotéd.

Its functionality is based on the trace, recordingries and exits from profiled functions. A prefilarea can
be any section of code with a single entry poirtt ane or more exit points. Existing functions plegfi
concept does not support exiting two or more fumgithrough the same exit point. Exit point carobglto
one function only. In such cases, the applicatieeds to be modified to comply with this rule or
alternatively data profiler with code arming canused in order to obtain functions profiler results

The nature of the functions profiler requires agyatigh-level debug information containing addressst
function entry and exit points, or such areas rbastetup manually. Profiler recordings are statiif
processed and for each function the following infation is calculated:

- total execution time

- minimum, maximum and average execution time

- number of executions/calls

- minimum, maximum and average period between calls

Data Profiler

While functions profiler is based on analyzing cedecution, data profiler performs time statistosthe
profiled data objects, which are typically globatiables. Typical use cases are task profiler andtfons
profiler based on code instrumentation.

When an operating system is used in the applicatésk profiler can be used to analyze task swithi
When the task profiler is used in conjunction wvifte functions profiler, functions’ execution can be
analyzed for each task individually.

The development system features a so called dfgnofiler. Off-line profiler is entirely based ¢ime trace
record. It first uses trace to record a completgm@m flow and then off-line, function entry andtepoints are
extracted by means of software, the statisticrisaver the collected information and finally theuks are
displayed.

Refer to a separate document titled Profiler Usgudigle for more details on profiler and its use.

Note: Trace, Profiler and Execution Coverage fuordlities cannot be used at the same time singestteeall
based on the trace. Single functionality can bel as¢he time only.

Be careful when including source lines in the offliprofiler. A source line can often consists bfack of
sequential instructions, which have all the samme tstamp information due to the trace based orchrtmace
concept. For instance, first instruction of therseuine (entry) and last instruction (exit) wikhte the same time
in such case and the profiler would display zemetspent in the source line although this is netcidise in
reality.

Typical Use

To use profiler, select working profiler buffer siin the ‘Hardware/Analyzer Setup’ dialog. Any valbetween
1% and 100% can be entered. No other setting isssacy in this dialog.
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Next, check if ETM module is present on your dedoe if the module is checked in the ‘Hardware/Eatiohs
Options/CPU Setup/Advanced’ tab. See chapter 3.Bhfwe details.

Next, select ‘Profiler’ window from the View menuadconfigure profiler settings (see next figureglest
‘Functions’ option in the ‘Profile’ field when pritihg functions.
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In order to profile data information ‘Data’ showdé checked in the Profile field. For instance, Drxtefiler can
be used as a Task Profiler, if the operating systeites a unique task ID to the trace. When usinmgfions
profiler in application with operating system, thask switches ABSOLUTELY & UNCONDITIONALLY
MUST be profiled too!

Make sure that ‘Keep history’ option is checke#li§tory view is going to be used during the resafalysis. If
the option is unchecked, all recorded profiler datadiscarded after the statistic informationakglated and
history view shows no results.

Finally, profiled functions are selected by pregsiew...” button. It's recommended that ‘All Functis’
option is selected for the beginning.

The debugger extracts all the necessary informéitan the debug info, which is included in the ddead file
and configure hardware accordingly.

Profiler configuration settings

Profiler is configured. Reset the application, tsxofiler and run the application. The Profiletlstop
recording on a user demand or after the profiléfeloibecomes full. While the buffer is uploaded; tiecorded
information is analyzed and profiler results digeld.
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Statistics view

History view
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10 Execution Coverage

Execution coverage records all addresses beingueaiovhich allows the user to detect the code emory
areas not executed. It can be used to detect thallsol “dead code”, the code that was never erec@uch
code represents undesired overhead when assignmilegnsemory resources.

The development system features a so called adfdiecution coverage.

Off-line execution coverage is entirely based antthce record. It first uses trace to record ttezeted code
(capture time is limited by the debugger’s tractds) and then offline executed instructions andrse lines
are extracted by means of software and finallyréselts displayed.

Off-line execution coverage tests the code foesha&nt coverage metrics.

Refer to a separate Execution Coverage User's Goideore details on execution coverage configoraind
use.

Note: This functionality is available only for Cex-M3 devices with ETM module which features progra
.trace. Trace, Profiler and Execution Coveragetionalities cannot be used at the same time simeg dre all
based on the trace. Single functionality can bel as¢he time only

Typical Use

No settings are required in the ‘Hardware/Analy@etup’ dialog.

Double check if ETM module is present on your deaad if the module is checked in the
‘Hardware/Emulations Options/CPU Setup/Advancel: ee chapter 3.3 for more details.
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Next, select ‘Execution Coverage’ window from theeW menu and configure Execution Coverage settings.
Normally, ‘All Downloaded Code’ option has to beeciked only. The debugger extracts all the necessary
information like addresses belonging to each C/@metion from the debug info, which is includedtire
download file and configure hardware accordingly.

Execution Coverage is configured. Reset the apicastart Execution Coverage and then run thdicaijon.
The debugger uploads the results when the traderthécomes full or when requested by the user.
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Execution Coverage results
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11 Multi-Core Debugging

Note: This explanation applies only for JTAG delintgrface (see Debug Protocol setting in chapt@y. 3.

11.1 Multi-Core Debugging Background

Completely new demands sprung-up after introdufinsg CPUs using JTAG protocol to interface witte thn-
chip debugging firmware.

All Cortex core based CPUs use JTAG protocol tomomicate between the debugger and the on-chip debug
hardware. The debugger connects to the CPU viaatdrd TAG port requiring minimum 4 signals: TMS,K,C
TDI and TDO. Driving all 4 signals, the debuggen cantrol and configure on-chip debug hardware raiad
back all the necessary information.

The Cortex CPU can be just one among other deinciee target, all supporting the JTAG BST and @mted
in the JTAG chain. (Note that the target can cardisnore Cortex CPUs as well.) In such environrmagtite
user must configure the software properly in otddse able to debug the particular CPU. The nexticre
describes how to configure the software to be ab@®ontrol the necessary CPU via JTAG chain.

Note that a single physical device can have morg €ftes. For instance, a single device can haeetbores
integrated. All of them are sequentially connedtethe JTAG chain and therefore each can be actessk
debugged separately as a standalone device. Thegsrts called Multi-Core Debugging or the Multivie
JTAG Chain. Currently, only debugging of a singkvide (either standalone or in a multi-device JTéfain) is
supported.

11.2 Multi-Core Debugging Settings

By default, the multi-core debugging is turned @fhich means that there is only one core being ggéd in
the JTAG chain.

Multi-Core Debugging Configuration

For more information on ‘Scan speed’ setup, septen&.3.
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11.2.1 Single Device Debugging in a Multi-device JTAG chain

The debugger fully supports debugging of a sindgkJ@r core in a multi-device JTAG chain. All thebdg
information that the software displays, holds foe turrently debugged CPU or core.

Note: The Cortex core itself is not fully JTAG colapt and does not support JTAG BST. It dependthen
CPU vendor whether they choose to implement theGBST in the CPU or not. In any case, it is strgngl
recommended that JTAG BST chain used for testimggues is separated from the debug JTAG chainaue t
the problems which may result from devices notyfdlTAG compliant.

Single device debugging in a multi-device JTAG ohaiprimarily meant for debugging of a single Cinla
multi-CPU target or debugging a single core in dtiknore target. The target should have debug JTAGNn
separated from the JTAG BST chain.

Additionally, note that the length of instructidiR] and data (DR) registers may vary among CPUsdawnétes.
Typically, while debugging a single device in tiH&AL chain, all others are placed in bypass modeeih
bypass mode, devices pass data from the TDI pimet@DO pin through a single-bit bypass registehauit
being affected internally.

Example 1:

This example describes the necessary configurédiosingle device debugging in a multi-device JTAKin,
based on the target application containing four €EBthnected in the JTAG chain. Note that each C&dah-
bit long instruction register (IR). The goal isdebug Device 3.

It is presumed that all the necessary settingddébiugging a single CPU target were configured direa

When addressing and debugging Device 3, it is asduhat others are placed in bypass mode. To amefigl
four devices properly, the debugger must shift datall instruction (IR) and data (DR) registerserdlingly via
TDI.

IR Scan

First, the debugger must shift 4 bits for the DeVvAc(IR Prefix) since Device 4 contains 4-bit IdRg Then, the
debugger shifts necessary bits for Device 3, bdetgugged. Next, additionally, 8 (4+4) bits mussh#ted for
Device 2 and Device 1 (IR Postfix).

A value 4 must be entered in the ‘IR Scan — Prdiettd and 8 in the ‘IR Scan — Postfix’ field.

DR Scan

Note that when in bypass mode, devices pass datatfre TDI pin to the TDO pin through a single bypa
register. Therefore, the debugger must first ghitt for the Device 4 (DR Prefix). Then, the debegshifts
necessary data for Device 3, being debugged. Rt 1) bits must be shifted for Device 2 and DevigDR
Postfix).
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Configuration dialog - Debugging a single deviceaimulti-device chain
A value 1 must be entered in the ‘DR Scan — Préi@td and 2 in the ‘DR Scan — Postfix’ field.

These are the necessary additional settings wHaugdéng a single device in a multi-device JTAG chairget.
The debugger should be operational now.

Example 2:

The target consists of an CPU (Device 2) that wald/bke to debug and three ASICs being fully JTAG
compliant. Device 1 has 6-bit long IR, Device 3 Bdsit long IR and Device 4 has 3-bit long IR.

IR Scan
A value 5 (3+2) must be entered in the ‘IR ScanefiR field and 6 in the ‘IR Scan — Postfix’ field

DR Scan
A value 2 (1+1) must be entered in the ‘DR Scamefi® field and 1 in the ‘DR Scan — Postfix’ field
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12 Getting Started

1)

2)

3)

4)
5)
6)

7

8)

9)

Take one of the available sample workspaces angtitiie necessary hardware settings (emulator type,
communication type, CPU type, debug interface e speed and debug I/O levels) if necessary.

Connect the system

Make sure that the target debug connector pinotthea with the one requested by a debug tool. If it
doesn't, make some adaptation to comply with thiedstird connector otherwise the target or the détmlg
may be damaged.

Power up the emulator and then power up the target.

Execute debug reset

The CPU should stop on location to which the resetor points

Open memory window at the address where interradgasor RAM is located and check whether you are
able to modify its content.

If you passed all 7 steps successfully, the dehuigggperational and you may proceed to download th
code in the internal CPU flash.

Specify the download in the 'Debug/Files for dovaadownload files' tab.

10) Execute Debug download, which should download tigedn the internal CPU flash.

13 Troubleshooting

When using JTAG debug interface, try ‘Slow’ JTAGa8cspeed if the debugger cannot connect to the
CPU.

Make sure that the power supply is applied to déngett JTAG connector when ‘Vref' is selected for
Debug I/O levels in the Hardware/Emulator Optioresfivare tab, otherwise emulation fails or may
behave unpredictably.

When performing any kind of checksum, remove diveare breakpoints since they may impact the
checksum result.

If the ‘Error 175: JTAG chain error. Check targe€® and Emulation Options /JTAG Position’ keeps
coming up for the JTAG debug protocol, it means tha debugger still cannot connect to the Cortax O
Chip debug logic. There are several reasons pessibl

o the JTAG pins are not connected correctly

o there is a problem with power or logical levels]J®AG signals, especially the TCK on the target
side must be checked (if possible on the chip)stgeal integrity of, which must be without any
problems (without echoes)

0 the JTAG chain (in the Hardware/Emulation Optiom#/G dialog) is not specified correctly. If
only one core and no other scanable device areectedh to the JTAG chain, select the 'This is the
single device in the JTAG chain' option (defauttieg). If there are more JTAG devices in the chain
set Prefix and Postfix for IR and DR scan adeqyatel

LPC17xx trace pins are not enabled after the CRtrét is recommended that the user enables them
through winIDEA initialization sequence. Writing @000008 to the LPC17xx PINSEL10 register enables
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trace function on pins P2.2 through P2.6. Make thaethese ports are not used as GPIOs in thettarg
when trace port operation is required

SWO trace recording results in empty trace windAwossible cause for this is an inaccurate CPUkcloc
Some CPUs'(ie: Luminary Micros) internal RC ostilla exhibit higher levels of inaccuracy which et
accurate SWO trace recording. In such a caseeciammended to configure CPU clock to use external
oscillator.

Q: I miss the option byte area in flash sectiorlfE&xFF800-0x1FFFF80F) in the SFRs window for the
STM32 target microcontroller.

A: Option bytes are not memory mapped registerspetial locations in flash memory. They can be
programmed by method similar to flash programmiftgey can be read or write protected. It is
recommended to use FLASH_OBR register insteadhdivs the option bytes information as stored by OBL
(option byte loader) after reset.

Q: I'm using Keil MCB1700 board and when | run fiv@gram, LEDs don'’t blink. They do after the CPU
reset. What could be the problem?

A: We found out in your workspace (‘Hardware/EmigatOptions/Initialization’ tab) that you configure
GPI02.2 to 2.6 for debug trace (ETM ) operationl@X®2 to 2.6 is configured for debug trace operatio
via PINSEL10 register. Unfortunately, LEDs on ygarticular EVB are connected to these ports tods Th
means you cannot use debug trace and drive the BEbe same time.

Disclaimer: iISYSTEM assumes no responsibility foy &rrors which may appear in this document, resetire
right to change devices or specifications detdiletin at any time without notice, and does notereaky
commitment to update the information herein.

ISYSTEM. All rights reserved.
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