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01 Introduction

g8 |aa 3 -adxs

Terminal : x
This tutorial focuses on the Software Tracing 6

on ARM Cortex-M architecture using the
Instrumentation Trace Macrocell (ITM).

After a short overview of the ITM Trace and winIDEA
configuration, following use cases are explained:

. printf() output using GCC/newlib
Create a library extension file

o
Add dependencies and the library stub file
Configure winIDEA Build Manager
Configure the Terminal Window and display the v
data 24,5 V1100 | Debugger
. Function and Data Profiling (advanced use case) Frofiler Timeline 1 x
Add Conflgurable macros' Ie InStrumented COde o s -:s:;ﬁr;\s 35187ms  35188ms 35 189ms 35 190ms 35 191ms 35 192ms  3s 193ms T::ﬂ:sdms 3s 195ms 7.3['31‘:;6!
Add the XML file to winIDEA "

Code [Neutral] V... History

Configure the Analyzer for Function Profiling e - -
Analyzer setup for Data Profiling via ITM Channel

- —
Configure the Analyzer for ITM Trace £ Runnable_82 =
Data V... History
. = Iasks —_—mm

Requirements: W Task_Idle_CORE_0 ] ] —
o Wi B Task A I

winIDEA _ . ot
» GCC (arm-none-eabi) 4.7 or higher 3 Unknoun CORE 0 —

» Hardware Debugger

» Target Board with ARM Cortex-M MCU featuring the
ITM and the SWO output

Iy SensorData ox1
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02 Overview —ITM Trace

The Instrumentation Trace Macrocell (ITM) is an
optional IP block which specific Cortex-M
implementation includes or not. Typically Cortex-
M3/M4/M7 devices include the ITM while Cortex-

Instruction Trace

MO/M+ don't. Parallel
The ITM is an application driven trace source that g?éﬁ?e%%re ARM Trigger Tr-lz;E:eUPort
supports printf() style debugging to trace overview Cortex-M [ —
operating system and application events. core Unit
The ITM can emit trace messages generated by
different trace sources:
» Software Trace — Application software writes data

directly to the ITM stimulus registers, iISYSTEM

BlueBox captures these trace messages i e

and winIDEA interprets and visualize them

accordingly Trigge - [Advanced Coverage Trigger]

Hardware Trace — The Data Watchpoint Trace e e

(DWT) generates trace messages and ITM outputs [ Erabled

them Timestamps

Time Stamping — Time stamps are generated Source Prescaler

relative to the tra.ce messages winIDEA ITM Boca GSY”E > [Nene

Glo_bal System Timestamping — Time stamps can configuration dialog Dlocbs  froy iz

optionally be generated using a system wide 48-bit

count value Record stimul | ad <

0-7 g 32-3%

Trace Port Interface Unit (TPIU) outputs packets to an a5 P
external debugger (BlueBox) either through the Single 1523 4555
Wire Output (SWO) or the 4-bit Parallel trace port. 24-31 55-63

Refer to Tutorial Introduction to ARM Cortex-M Trace
for more information about Cortex-M CoreSight
Architecture.
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03 winIDEA Configuration for the ITM Trace

Specific CPU Options need to be configured
prior to using the ITM Trace.

Open Hardware menu / CPU Options / SoC
tab and select:

1. SWD Debug Protocol

2. Parallel or SWO Trace Capture Method

In case of the printf () output usage it's
recommended to select the SWO.

More information in Tutorial ARM Cortex-M
winIDEA Configuration.

CPU Setup X

Reset Debugging Analyzer SoC Advanced SoC CORED  External WDT
Debug

Protocal SWD dock | 6000 kHz
SWD

Use Cross Trigger Channels
0, 1 for synced Run/Stop 2, 3 for Trace Trigger and Flush

Trace
Capture method

Parallel *
Parallel Trace PAMAY
Width | 4-hit
SWO
Prescale Clodk __80000 kHz

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 03 / winIDEA Configuration for ITM Trace
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04 Use case: printf() debugging 1/4

By using the Cortex-M ITM, the application
can “print” optional user data to winIDEA
Terminal window. A user instruments his
code with “trace points”, which provide
insight into the embedded target behavior at
full MCU speed and without stopping the
execution.

Normal
trace path

™

ITM_SendChar() Module

“Trace points” are so called printf() winIDEA Analyzer Window

statements, each writing a user defined data
to the ITM stimulus register(s). Each write to
these registers generates a trace message,
which is then sent out to the SWO (Single
Wire Output) trace port, where iSYSTEM

Redirected
trace path

Terminal s x

5 8laas~axse

BlueBox captures and decodes it, and then
displays a human readable string in the
Terminal window.

-~

Writing one data within the application “trace
point” requires single write cycle to the
internal 32-bit register which yields negligible
performance penalty.

e

v

|Debugger CONNECTED

[2a,5 [vT100

winIDEA Terminal Window

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 4 / Use case: printf() debugging 6
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04 Use case: printf() debugging 2/4

The following examples apply to arm-none-
eabi/Newlib.

Step 1: Create the library extension (stub) file

Note: When adding printf() argument to the code,
you must include “\n”.

Create a file, e.g. syscalls.c

Add the code which defines the CMSIS function
prototypes, e.g core_cm4.h (or core_cm3.h,
core_cm7)

Add the code ITM_SendChar which sends a single
character to the ITM Module

Step 2: Add files to the project — The library stub file
e.g. syscall.c needs to be added to winIDEA project:
+ Right click in the Project window

» Select Add Files in the context menu

» Select the files from File explorer and click OK

Library stub file overview

Input function e.g. printf() calls a low level function
to perform the actual output. Low level output depends
largely on the compiler/library being used.

GCC (arm-none-eabi) compiler uses a version of the
Redhat newlib library. Newlib calls the following low
level stubs:

e _write() - implements character O (putchar())

a #include " core_cm4.h "

int _write (int fd, char *ptr,
int len)
{
unsigned int i;
for (i=0;i<len; i++) {
ITM_SendChar(*ptr++);
}

return len;

}

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 4 / Use case: printf() debugging

Project “* X mainc B X
=1 [7 Files [Debug] 37 é] while (1)
3 Dependencies 388 B {
3 Linkerfiles 39
=[5 Source files 2
. 41
S main.c
2] syscalls.c 42
P 43
[ Open L
& Compile/Assemble File Ctrl+F7 targftEnableInterrupts(); //fun
7 Remove from Project i terruptsEnabled = 0;
Change Link Order
isInterruptsDisabled
[l2 AddFils.. 5 { P :
4 AddGroup.. o targetDisableInterrupts():; //fun
isInterruptsDisabled = 0;
ﬁ Properties... E }
[2  Options... if (isCoverageTest)
. {
j Liide coverageTestMain(); //function i
Help [ !
Y A iE fdefast Mmoot )

printf ("Hello world\n"):
mainLoopStart();

f (isInterruptsEnab
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04 Use case: printf() debugging 3/4

Step 3: Configure winIDEA Build Manager and
rebuild the project

1. Select Project menu / Settings / Linker tab
2. Add macros to the Options section:

* -lc -Inosys

* -- Specs= nano.specs

e -Xlinker —- gc- sections

3. Rebuild the Project

Explanation:
The newlib nano option (specs) offers are

space optimized MCU friendly implementation.
The nosys library implements all stub functions
not implemented in e.g. syscalls.c and
therefore is added to the link list. The —gc-
sections option turns on the ,garbage collection
(see the GNU linker reference manual for more
details)

Project Hardware Debug Test Tool:

#  Compile/Assemble Ctrl+F7
Link

B Make F7

Rebuild

W3 Project Files...

[ Settings... Alt+F7

af

Targets...

Export...
Import...

Update All Dependencies

Project Hardware Debug Test Tool

%  Compile/Assemble Ctrl+F7
Link
Make F7

af

W3 Project Files...
Settings... Alt+F7
Targets...

Export...
Import...

Update All Dependencies

Project Settings

General Includes File Types  Customize Compiler  Assembler Linker  Build

Set Default...
Linker Path
|${CI'I.I'IPDIH;H::in\arrnﬂune-eabi-gcc.e:e
Options
-mthumb -mcpu=contex-m4d -nostartfiles -Ainker —output= *
SOUTPUTFILE) -dinker -Map=8{0UTPUTNOEXT)map -Minker
Indirection File Generate replacement in
|SIRFDIR)sample ind ||| Target Exec diectory - Edit
Translate character: Path Separator | %~ Link Order
CR-LF after file name {one file name per line)
[ ] Skip object file existence check

Cancel

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 4 / Use case: printf() debugging
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04 Use case: printf() debugging 4/4

. . q a View Project Hardware Debug Test Tools Window Hel
S.tep 4: Configure the Terminal Window and “ Desktop Presets EIEELE ::, Options K o B | @a e
display the data Desktop Termplates ,
: ' Toolbars v Terminal  Colors and Fonts Download (Ctrl+F3) b
1. Select View menu / Workspace / Terminal B Anslyzer iC57004rd
WlndOW Debug » e | Debugger i | Cﬂnﬁgure. . Terminal i X
Project 3 E‘ @ 1 S 3 E r
. . . | Workspace @hTe;mina\ ” E | k‘ i | == Iﬁ Ii | H x ‘F)
2. Click Options button from the Terminal ‘ ‘ M8 Ooptions ~
Window toolbar V'EI
Debug Output
3. Select Debugger from the drop-down menu — i
and click Configure EEIE YRR ® E- |C|::mmunin:aﬁc:n type v
| Trace Channel Use Defal < 2
4. Select Trace Channel as Communication ° [ Target Write 9600,8,None,1 DISCONNECTED
Type and click Advanced Sen Advanced. ..
| Addres:
5. Make sure that either: E e [ Debug Output Advance Options e # 9s % | a N @ 5=
« Allis selected in the Enable drop-down menu (AL 9008 one — . Run (F5)
or Ling ortex
Selected is selected in the Enable drop-down {
menu and ITM Stimuli is enabled, e.g. ITM ul ITM Stimuli
(0) !f printf() writes to the ITMO stimulus e Enable [Salocted <
register.
0)
| [TTMi1

. Perform Debug Download

. Click Connect button in the Terminal Window

8. Run the program (F5) and observe the
application printing the string which is written ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 4 / Use case: printf() debugging 9

to the ITM via printf() “trace points".
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05 Use case: Function and Data Profiling 1/5

Function profiling measures runtime of the function and
optionally subfunctions. The goal is to instrument entry
and exit of the function which yields generating trace
messages at the entry and exit of the function. In data
profiling the value of the variable is traced respectively
profiled.

Step 1: Add configurable macros, i.e. instrumented
code

1. Configure channels and code containing function and

ID

* |ITM Channel 2 - Configured for Function Profiling /
Runnable Trace
ITM Channel 3 — Configured for Data Profiling / User
Data Trace

Note: Any out of 32 available ITM channel/registers can
be used.

2. Tracing of AUTOSAR Runnables via the ITM is
accomplished by a Runtime Environment (RTE)
Generator feature which is called Virtual Function Bus
Tracing (VFB). If VFB trace for specific Runnables is
enabled in the RTE, it automatically adds a Start and a
Return trace hook function call before and after the
actual Runnable call within the function. The actual
trace hook function implementation is then up to the
user.

3. Add an ITM trace function entry and exit macro at the
entry point and before the exit point of the function:

/* ITM Access Macro. Ch is channel number. */
#define ITM32_DTS(ch) *(volatile int*) (ITM _ADDR+ITM_OFFSET* (ch))

/* ITM Channel 2 used for Runnable Trace. */
#define ITM_TRACE RUNNABLE EXIT() { ITM32_DTS(0x0002) = 0; }

/* ITM Channel 3 is ised for User Data Trace*/
#define ITM TRACE USER DATA(value) { ITM32 DTS (0x0003) = value;

#define ITM TRACE RUNNABLE ENTRY (value) { ITM32 DTS (0x0002) = value;

}

}

e Handwritten C code

void Function Sub_ A2 (unsigned int itmData)

Function
Profiling

{
|ITM_TRACE_RUNNABLE_ENTRY(id_Functlon_Sub_AZ);|<

int i = 0;

// Waiste some time....
for (i:i < 2000;i++)

} ; | Local Data

— Profiling
// Writing 'itmData' to ITM.
ITM TRACE USER DATA (itmData) ;

IITMiTRACEiRUNNABLEiEXIT(); I:
}

a Example: Generated RTE.c via RTE Generator

void Task_A(void)
{

Rte Vfb Trace Hook Runnable Al Start();
Runnable_ Al();

Rte_Vfb Trace Hook_ Runnable Al Returnf();
delay() ;

Rte Vfb Trace Hook Runnable A2 Start():
Runnable AZ();

Rte_Vfb_ Trace_ Hook_Runnable AZ Returnf();

Example: RTE VFB Trace Hooks

// RTE VFB Trace Hooks for Runnables

void Rte Vfb Trace Hook Runnable Al Start (void)

{
ITM_TRACE RUNNABLE ENTRY(id Runnable Al);

}

void Rte_Vfb_Trace_Hook_ Runnable_Al Return(void)

{
ITM TRACE_RUNNABLE_EXIT() ;

}

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 5 / Use case: Function and Data Profiling
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05 Use case: Function and Data Profiling 2/5
G Operating system X

Operating System

It is assumed that AUTOSAR OS is configured. In
the opposite case refer to Online Help.

[OSEK AUTOSAR] ITM Mew...

Step 2: Add XML file to winIDEA _
onfigure. ..
| cofare. |
1. Open Debug menu / Operating System Edit options ‘—____/_,._z X

+ Enable OSEK AUTOSAR

» Click Configure to open Edit options dialog Property Value
« Select a file format type from the drop- = gﬁgsigdﬂim - G
. . q escription file type i
down menu RTOS description file type RTOS description file location ProfileRunlTM.xml

Add the file to RTOS description file location

2. An essential part of the Profiler is the
iISYSTEM XML file which informs about the a

entry and exit of the function and gives the
software information about function ID <Enum><Name>Runnable Al</Name> <Value>0x0001</Value></Enum>

<TypeEnum><Name>RUN_TYPE</Name>

mapping used by the instrumentation code. <Enum><Name>Runnable A2</Name> <Value>0x0002</Valu
<Enum><Name>Runnable Bl</Name> <Val
In this case the XML file informs the Profiler <Enum><Name>Runnabl
that function entry/exit signaling is performed

via ITM channel 0x0002.

" nnables</Description>
evel>Runnable</Level>

Type>RUN _TYPE</ Tvne
<Signalin§>ITM(0x00000002)</Signaling> F ITM Channel 2

LRUnNndgdple >

The RUN_TYPE enumeration type maps the
Function IDs to the to Function/Runnable
names by using the instrumentation code.

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 5 / Use case: Function and Data Profiling 1
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05 Use case: Function and Data Profiling 3/5

Step 3: Configure Analyzer for ITM Trace

1. Select Analyzer configuration dialog /
Hardware tab

2. Make sure Profiler is checked

3. Enable Manual Trigger/Recorder
Configuration and click Configure

4. Select ITM tab and check the box Enabled
and make sure All is selected from the drop-
down menu

Note: winIDEA version 9.17.156 ITM configuration
section is located in the DWT COREQ tab.

Analyzer Configuration - [ITM]

Hardware profiler Coverage

Analysis and Configuration

Profiler

[Jcoverage
| Manual Trigger /Recorder configuration | Conﬁ%ure... Preset >
FMet Operation...

Trigger - [Advanced Coverage Trigger]

ETM CORED DWT COREQ ITM

Timestamps
Source
iocal Sync
Generate
[ clobal Every 8192 cydes

Record Stimuli | Al

0-7
§-15
16 -23

24-31

Prescaler

MNone

Priv

32-39
40 - 47
43 - 55

56-63

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 5 / Use case: Function and Data Profiling

12




v
FASYSTEM
05 Use case: Function and Data Profiling 4/5

. ) Mew Configuration s RTOS Profiler Opti X
Step 4: Configure Analyzer for Function rotier Eprons
Profiling Mame Operating System
| UpdatedXML -
1. Open View menu /Analyzer Analysis Objects to profile
« Click Analyzer Configuration button / A profier e =Task5 i
: ; Runnables |
Create New Configuration [ Coverage e
Give the Configuration a meaningful name Trace - Always Performed
and confirm
2. Make sure only OS objects and Data (which [v|Runnable_A1
[v|Runnable_A2
will be configured in the next step) is enabled [/|Runnable_BL
[v|Runnable_g2
;n t’;he Analyzer Configuration dialog / Profiler D meton o2
a
» Click OS Setup Analyzer Configuration - [ITM]
Name: Runnables
Definiton: RUN
i i Hardware Profiler  Coverage Description: Runnables
3. Sglect Runnables in the RTOS Profiler g Descipto Runmables 00
Options dialog Profile
Advanced...
05 abjects 05 Setup...

[ Metwork

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 5 / Use case: Function and Data Profiling 13
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Step 5: Analyzer Setup for Data Profiling via ITM Analyzer Configuration - [TM] % Profiler Data Area X
channel 3 Hardware FProfier cCoverage
Profile ) Application | v|
[lcods Operation mode | Rangs w~
1. Make sure Data is enabled in Analyzer Fias dvanced.. Trigger at [Deseription | sensorpata |
Configuration dialog / Profiler tab (should be Mosehiects | o8 setupn e~ | E |
bled |n the rev|ous ste ) [etwark Analyze only events after trigger point ™ il
e n a p p [JLimit session duration | 2000 ms
[ 1gnere unknown functions [ variables TR | d |
2. Click New / Trace in the Data Areas section [ cal stack analysis [JRecord accesses from all cores
Code Areas
. . Enter filter string(s) ‘ Lepas
3. Add a description, e.g. SensorData o Size auio
Edit... [ Thiz iz a sub-field in a variable, written in a single access
4. Select ITM from the drop-down menu and type Remove Useonly |1 |bits,atoffset 0
i elect All.
in the number Of the IT™ Channel = [] This variable is writter in multiple access
Data Areas Access completes when | Lowest location is written
5. Visualize the data in Profiler Timeline a ew >
Trace Value
X 5 5 e Interpretation
Follow Tutorial Analyzer — Profiler on how to profile Reguar varidble »
code, data and OS objects with winIDEA Analyzer and S v
X ) ) ) X alue alias definition
visualize the results in the Profiler window. "
Profiler Timeine . (no definition)
LA A B -1 1P NCIERE N SERSI TR, Total 70195
e - | 35 186ms 35 187ms 35 188ms  3s189ms 35 190ms  3s191ms  3s192ms 3s193ms 3s194ms 3s195ms 3s 196 Display options...
Code [Neutral] V... History
R e - _- - Ignore writes of the same value
— Conce
V... History /
e e cone o I — —
M Task_A ]
!Tas:_ﬂ |
3 Unknown_CORE_6
F1sensorpata ox1

ARM Cortex-M Instrumentation Trace / Unit 02.1.3 / Chapter 5 / Use case: Function and Data Profiling 14
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Further Reading

For more information refer to our online resources:

» Hardware Solutions:
» On-Chip Analyzer BlueBox iC5700
 Active Probes

* winIDEA Online Help:
* ARM Cortex Analyzer

 Terminal Window

+ Knowledge Base



https://www.isystem.com/products/hardware/on-chip-analyzers/ic5700.html
https://www.isystem.com/products/hardware/iom-accessories-82/iom6-family/iom6-activeprobe.html
https://www.isystem.com/downloads/winIDEA/help/index.html?cortex-analyzer.html
https://www.isystem.com/downloads/winIDEA/help/terminalwindow.html
https://support.isystem.com/kb

